SMART CONTRACTS AND BLOCKCHAINS: STEROID
FOR COLLUSION?
By Ai Deng1

I. WHAT IS A SMART CONTRACT?
It is late afternoon. Our stomachs are calling. We walk up to a vending machine. We
stare at the selection for a minute, swipe a card or insert some cash, and make our choice.
The machine (usually) gets us the snack we want and also figures out how much change
to give back. It is such a routine part of life that most of us probably don’t realize that we
and the vendor just engaged in a transaction that is based essentially on a smart contract.
Smart contracts are those that self-execute as soon as certain contractual terms are met.
The idea is not new. Every time we set up an automatic recurring bank transfer or
payment, we effectively create a smart contract with the financial institution. Of course, a
smart contract can do a lot more. For example, given the inevitability of smart vehicles in
the not-so-distant future, it is easy to imagine a smart insurance contract where sensors on
the vehicle detect who is at fault in an accident, insurance rates are adjusted accordingly,
and an insurance payment is made automatically—all with minimal human involvement.2
The idea of “smart contracts” was conceptualized by computer scientist Nick Szabo
in 1994:3
A smart contract is a computerized transaction protocol that executes
the terms of a contract. The general objectives of smart contract design
are to satisfy common contractual conditions (such as payment terms,
liens, confidentiality, and even enforcement), minimize exceptions
both malicious and accidental, and minimize the need for trusted
intermediaries. Related economic goals include lowering fraud loss,
arbitration and enforcement costs, and other transaction costs.
As indicated by the quote from Szabo, in its simplest form, a smart contract is written
as a machine-readable computer program. For example, on the popular smart contract
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platform Ethereum, smart contracts are created using a particular programming language
called Solidity.

II. WHAT IS A BLOCKCHAIN, AND WHY DO WE NEED IT FOR
A SMART CONTRACT?
We began by asking whether smart contracts and blockchains might be a catalyst
for collusion. To answer that question, we must first understand blockchains. One can
think of a blockchain as a particular type of information management system or, more
specifically, a ledger system. It is also the technology that underpins the much-talkedabout Bitcoin and other cryptocurrencies. A blockchain has three key characteristics:
distributed, trustless, and consensus. Let’s use a simple example to build an understanding of
how a blockchain works.4
Imagine that you have just signed a contract to rent an apartment. As is typically
done today, both you and the building management would keep an identical copy of the
contract. The idea is that neither party can unilaterally modify any of the terms without
revealing a discrepancy. You don’t have to trust your landlord, nor does your landlord have
to trust you. Obviously, both parties are free to make additional copies of the contract.
You may decide to ask one or more friends or family members to keep a copy because
you are concerned about theft or simply about the possibility of losing your copy. Your
landlord may do the same. When a contract is “distributed” in this way, neither party
has an incentive to manipulate the agreement. You have created an environment that
works for both parties without necessarily trusting each other.5 This is exactly what the
blockchain enables us to do. One can think of a block in the blockchain as a collection of
these contracts. The blocks are distributed in an analogous way.
There is, however, more to worry about. Suppose you have a pet dog that has a history
of destroying your important documents, or that some of your friends may want to mess
with you by changing terms (say, your monthly rent amount) in their copies. Your landlord
may have a similar concern. At least one way to get around such a problem is to rely on
consensus. That is, we are going to believe the version that is consistent with at least 51%
of the copies. This is how blockchain works as well, that is, the “truth” on a blockchain is
based on consensus.6 For this reason, the so-called decentralized consensus is a fundamental
feature of a blockchain.
Where does the “chain” part of the blockchain come from? Let’s consider the
perspective of the landlord for a moment. The landlord may want to track the property
you are renting over time. He or she may have rented the same apartment to someone
else before you. The “chain” simply refers to the sequence of transactions or blocks of
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transactions that are recorded in the system. The current block is always linked to the
previous block. This allows one to track back all the way to the origin of a transaction, or
the ownership history of a property. And thanks to the ingenuity of a design feature of the
blockchain, people have little incentive, and for practical purposes are unable, to change
the information in a block.7 This is known as the “immutability” of the blockchain. And
because the blockchain is immutable, the transactions are also “auditable.” The relevance
of this auditable feature will become clear when we discuss cartels and blockchains in
the next section. Finally, it should be clear that although we use a rental contract as our
example, any transaction or any information can be recorded on a blockchain.
Now that we have an understanding of what a blockchain is and some of its most
important features, such as “distributed consensus” and “immutability,” we can understand
why a blockchain is an ideal platform for smart contracts. Most obviously, once a contract
is written and “posted” in a block, parties have confidence that it won’t be (easily) altered
or manipulated, either inadvertently or maliciously (say, by a hacker). Of course, as
still a relatively new technology, smart contracts on blockchains are not without their
limitations.8

III. IMPLICATIONS FOR COLLUSION
Companies can collaborate to form a so-called blockchain consortium. And these
consortia are growing at a fast pace. According to a Deloitte report from August 2017, more
than 40 consortia have been formed globally—most of them in the six months preceding
that time.9 Well-known business-focused blockchain consortia include PTDL (post-trade
distributed ledger group), DTC (digital trade chain), B3i (blockchain insurance industry
initiative), and R3. The blockchains in these consortia can be made private and require
permission to join and use. To continue our rental contract example, a private blockchain
is analogous to the situation in which you send the contract to only your five closest
friends, instead of everyone you know. This is in contrast to a public blockchain, such as
the one for cryptocurrency Bitcoin. On these private or permissioned blockchains, only
members have access to the hosted information. Economists and courts recognize that
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information sharing and transparency can facilitate collusion.10 Let’s take a closer look at
the smart contracts on a blockchain and how they might do that.
Let’s start with the case of explicit collusion. A cartel can take advantage of a private/
permissioned blockchain’s distributed system in two ways to efficiently implement a cartel
agreement. The first is what I call the “traditional way,” where cartel members engage
in traditional “off-line” discussions to implement an agreement and use the blockchain
solely to share competitively sensitive information (production, sales, prices, etc.) to
enable monitoring of cartel member behavior and hence reduce the incentive to “cheat.”
Arguably, there is not much new here from the perspective of an antitrust authority.
The second way is much more sophisticated and largely blockchain and smart contract
driven. In addition to using the private blockchain to share information, a cartel could
codify its agreement into a smart contract. For example, a smart contract could automate
interfirm transfer, i.e., side payments (as a way to maintain the cartel agreement) when
certain conditions are met, and punishment upon detection of cheating. Using the Internet
of Things (IoT), firms in a cartel could even grant other cartel members access to artificial
intelligence (AI)-based sensors to automatically monitor, say, a competitor’s production
activity. If the AI detects any deviation from the cartel agreement, it could trigger an
automatic retaliatory response codified in the smart contract. Recall that because the smart
contract is built on a blockchain, in theory, no party could modify the smart contract
without the other cartel members knowing. This significantly increases the credibility of
a punishment.
As we can see, smart contracts and blockchains give an explicit cartel a whole new and
efficient way to implement an agreement. It may be tempting to think it is a “no-brainer”
that an explicit cartel would seek to take full advantage of this ability. But is it? In most
jurisdictions, an explicit cartel is illegal, which explains why in many price fixing cases,
the cartel members have taken pains to avoid detection. They meet in private hotel rooms
and strictly limit their discussions to a small circle of people. Seldom does a cartel have
a formal agreement or contract. A smart contract, albeit being a set of computer codes,
leaves a paper trail just like a traditional paper contract. This is related to the “auditable”
feature of a blockchain we noted above. Of course, specific programming expertise (say,
with Solidity on Ethereum) will be required to understand fully these computer codescripted contracts.
Let’s turn now to the more interesting case of tacit collusion. Certain types of
information sharing and transparency can facilitate tacit collusion. There is some
empirical evidence that increased transparency has indeed led to tacit collusion in real
markets.11 Firms should think carefully about the information they share on a blockchain
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and whether their information sharing may be construed as a tacit way to coordinate to
harm competition.
In certain situations, (tacit) collusion could also be facilitated in a more subtle way.
Suppose competitors form a blockchain consortium and intend to take full advantage of
smart contracts in their business operations. For example, they plan to deploy a smart
contract that automatically transfers funds from the customer to the seller if a shipment
arrives at the designated port of delivery. To implement such a smart contract, external
information (for example, the verification that the shipment has been delivered) is needed.
Such external information is provided by what’s known as an “oracle service.”12 Assuming
that other firms in the blockchain consortium also have a presence at the customer’s
delivery location, the consortium members may choose to rely on each other as “record
keepers” for the oracle service. That is, firm A could make requests to firms B, C, D, etc.,
to confirm whether a shipment has arrived.13 The extent of a confirmation could range
from a simple yes or no to estimating the quantity shipped using AI sensors and the IoT.
Clearly, such oracle services are crucial to unlock fully the value of smart contracts for
their intended use.
In such an environment, two economists from the University of Chicago’s Booth
School of Business have shown in a recent article that collusive outcomes can be more
easily reached.14 The intuition comes from the seminal paper of Green and Porter (1984).15
Green and Porter show that imperfect monitoring of cartel members’ behavior coupled
with demand uncertainty could lead to price wars, disrupting the plan to raise or maintain
the prices of a cartel. When a cartel member does not observe a competitor’s behavior (say,
production or sales), it does not know whether its own declining sales are caused by the
cheating behavior of others or simply by an unlucky negative aggregate demand shock.
The more volatile the aggregate demand is, the more difficult this inference becomes. To
internalize the demand uncertainty, Green and Porter show that disruptive price wars can
be a rational and disciplinary course of action by the cartel members. Going back to our
new smart contract and blockchain environment in which competitors provide “oracle
services” for each other, we notice that, as a byproduct, competitors now have an excellent
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opportunity to monitor the aggregated demand and even individual firm sales.16 This
could mitigate the destabilizing effects of aggregated demand uncertainty.17
How do we address this potential side effect of smart contracts on a blockchain
consortium? An intuitively appealing approach is simply to keep the competitors and the
record keepers separate. But in practice, doing so may present difficulties, especially when
no alternative record keepers are available.18 Another possibility is to institute independent
third-party oracle service providers, funded by the competitors in the consortium. If
complete separation is impossible or too costly, yet another possibility is to explore the
feasibility of establishing firewalls within the firms to separate their record-keeping
function from other business operations. This is an area worthy of further exploration.
Lastly, we note that the oracle services provided by competitors may be viewed as a type of
(collusion-) “facilitating practice” that antitrust authorities around the world have wrestled
with for many years.19

IV. CONCLUSION
In this article, we introduced the concepts of a smart contract, a blockchain, and a
blockchain consortium. While there are other antitrust considerations with a blockchain
consortium, such as standard setting and unfair competition, we focused on the implications
these emerging technologies have on both explicit and tacit collusion. We argue that
although smart contracts offer an efficient way to enforce any agreement, an explicit cartel
may find it unpalatable to codify its illegal agreement in the form of a smart contract. Of
course, this does not mean that cartels would never take advantage of smart contracts to
carry out their operations. To uncover smart contract-based collusion, antitrust agencies
will need readily accessible expertise in smart contract design and programming.
We also discussed how collusion may arise in more subtle ways, as highlighted
by recent academic research. An open question is how to achieve the efficiency of
distributed consensus made available by record keepers without increasing the antitrust
risk of collusion.
It is encouraging that many antitrust practitioners have already advised corporations
to exercise care when joining a blockchain consortium and deciding which information
to share. While the directions of technologies are notoriously hard to predict, it is safe to
assume that as more companies and governments continue to explore what blockchain
technology has to offer, more subtle antitrust issues will arise for those of us in the antitrust
and economics community to think about and debate. It is an exciting time.

16

The blockchain may be set up so that competitors do not know which firm is making the request.
In that case, the consortium members would still be able to infer, possibly imperfectly, the aggregate
demand. If the identity of the seller is also revealed in the consensus-generating process, competitors
would have much more information about each other.

17

Note that blockchain technology per se does not give rise to the issue discussed here.

18

As noted by Cong and He, on some blockchains such as Symbiont, record keepers tend to be a
separate group from the end users. Supra note 14, at 33.

19

For an international perspective, see 2007 OECD Roundtable on Facilitating Practices in
Oligopolies, available at https://www.oecd.org/daf/competition/41472165.pdf.

105

