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In-house counsel often face the challenge of ensuring that their organization properly maintains 

competitively sensitive information (“CSI”), a challenge that becomes dramatically more complex 

when the organization is vertically integrated and transacts with third parties who are suppliers 

or customers on the one hand, and competitors on the other. A broad spectrum of business units 

within the organization—from procurement to sales to marketing to research and development to 

finance—may wish to access CSI to implement strategic business plans designed to increase 

efficiencies and maximize profit. However, unfettered circulation of CSI within an organization can 

lead to antitrust problems. A vertical merger that creates the opportunity for exposure to a com-

petitor’s CSI may be found unlawful under Section 7 of the Clayton Act,1 and the actual exchange 

of such information may be found to violate Section 1 of the Sherman Act or other antitrust laws.2 

Accordingly, in-house counsel must vigilantly identify CSI, and create and maintain appropriate 

“information firewalls”3 to protect CSI from being inappropriately shared within the firm. 

Antitrust issues surrounding CSI obtained from vertically integrated firms are becoming increas-

ingly important because (1) the U.S. antitrust enforcement agencies appear set to increase the rigor 

with which they investigate business conduct generally, and vertical mergers specifically;4 and 

1 Section 7 of the Clayton Act prohibits mergers and acquisitions where the effect “may be substantially to lessen competition, or to tend to 

create a monopoly.” 15 U.S.C. § 18.
2 Section 1 of the Sherman Act prohibits agreements between two or more individuals or independent entities that unreasonably restrain 

trade. 15 U.S.C. § 1.
3 The term “information firewall” generally refers to the restriction of the “dissemination of [confidential and competitively sensitive] infor-

mation within a firm.” See, e.g., U.S. Dep’t of Justice, Antitrust Division Policy Guide To Merger Remedies 13-14 (June 2011), https://www.

justice.gov/atr/page/file/1098656/download; Federal Trade Comm’n, The FTC’s Merger Remedies 2006-20012 16 (Jan. 2017), https://

www.ftc.gov/system/files/documents/reports/ftcs-merger-remedies-2006-2012-report-bureaus-competition-economics/p143100_ftc_

merger_remedies_2006-2012.pdf.
4 See, e.g., Lina M. Kahn, Remarks on the Investigatory Resolutions (July 1, 2021), https://www.ftc.gov/system/files/documents/pub-

lic_statements/1591510/remarks_of_chair_khan_on_the_investigatory_resolutionsjuly_1_2021.pdf (“The reforms we are considering in 

this motion are designed to ensure that our staff can comprehensively investigate unlawful business practices across the economy.”); 

Joint Dissenting Statement of Commissioners Rohit Chopra and Rebecca Kelly Slaughter Regarding the Vertical Merger Commentary, 

FTC File No. P181201 (Dec. 22, 2020), https://www.ftc.gov/system/files/documents/public_statements/1585062/p181201chopraslaugh-

tervmcdissent.pdf (“Moving forward, we need to aggressively enforce against the harms of vertical mergers. We look forward to turning 

the page on the era of lax oversight and to beginning to investigate, analyze, and enforce the antitrust laws against vertical mergers with 

vigor.”); Press Release, U.S. Dep’t of Justice, Justice Department Issues Statement on the Vertical Merger Guidelines (Sept. 15, 2021), 

https://www.justice.gov/opa/pr/justice-department-issues-statement-vertical-merger-guidelines (“The Department of Justice is conduct-

ing a careful review of the Horizontal Merger Guidelines and the Vertical Merger Guidelines to ensure they are appropriately skeptical of 

harmful mergers.”); see also, e.g., Majority Staff of H. Sub. Comm. on Antitrust, Commercial and Admin. Law of the Comm. on the Judi-

ciary, Investigation of Competition in Digital Markets, Report and Recommendations 395 (2020), https://judiciary.house.gov/uploadedfiles/

competition_in_digital_markets.pdf?utm_campaign=4493-519 (“[T]he Subcommittee recommends that Congress examine proposals to 

strengthen the law relating to vertical mergers. The current case law disfavors challenges to vertical mergers.”); Competition and Antitrust 

Law Enforcement Reform Act, S. 225, 117th Cong. (2021) (proposed antitrust reform legislation with a purpose, in part, “to enhance the 

ability of the Department of Justice and the Federal Trade Commission to enforce the antitrust laws”). 
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(2) information transfer issues have been featured prominently in recent agency merger enforce-

ment discussions.5 Now, more than ever, in-house counsel will need to identify CSI in the context 

of vertical mergers, discern whether sharing CSI among certain business units within a vertically 

integrated firm would support an alleged violation of the antitrust laws, and provide practical guid-

ance and solutions, such as reasonable firewalls, to ensure that these principles are understood 

and confidentiality of CSI maintained by the businesses they counsel.

Increased Scrutiny of Vertical Merger Issues 
Vertical transactions combine firms at different levels of a supply or commercial chain. While the 

primary antitrust focus in horizontal mergers is on the effects on competition from the elimination of a 

competitor (whether in the form of increased prices or reduced product quality, innovation, or service), 

the primary focus in vertical mergers is on whether the acquisition of an upstream or downstream firm 

will result in anticompetitive increases in rivals’ costs (e.g., by foreclosing or otherwise discriminating 

against rivals with respect to their access to necessary goods or services) or facilitate collusion. 

Recent bipartisan support for increased antitrust enforcement has resulted in increased scru-

tiny of vertical mergers at both the FTC and DOJ. Just last month, the FTC withdrew its approval 

of the June 2020 Vertical Merger Guidelines (the “VMG”) and the VMG Commentary.6 Although 

the DOJ continues to use the VMG, it has signaled a willingness to work with the FTC to formulate 

revised guidelines.7 

While forthcoming changes in agency guidance are likely to focus on the economic analysis of 

the merged firm’s competitive incentives, we expect that the VMG guidance on intra-firm sharing 

of CSI will not change significantly:

In some circumstances, the merged firm can use access to a rival’s competitively sensitive information 

to moderate its competitive response to its rival’s competitive actions. For example, it may preempt or 

react quickly to a rival’s procompetitive business actions. Under such conditions, rivals may see less 

competitive value in taking procompetitive actions. Relatedly, rivals may refrain from doing business with 

the merged firm rather than risk that the merged firm would use their competitively sensitive business 

information as described above. They may become less effective competitors if they must rely on less 

preferred trading partners, or if they pay higher prices because they have fewer competing options.8

5 See, e.g., Compl., Illumina Inc., FTC Docket No. 9401 (filed March 30, 2021) (alleging that one anticompetitive effect of the merger would 

be accomplished by “denying…proprietary information [to GRAIL’s competitors] needed to obtain” certain governmental approval, and 

therefore GRAIL’s competitors would be disadvantaged); Compl., Sycamore Partners II, L.P., FTC Docket No. C-4667 (filed Jan. 28, 2019) 

(“As a result of the Acquisition, Sycamore and Staples would have access to Essendant’s reseller customers’ commercially sensitive 

business information, which could allow Staples to offer higher prices than it otherwise would when bidding against a reseller for an end 

customer’s business.”); Compl., Broadcom Ltd., FTC Docket No. C-4622 (filed July 3, 2017) (“Broadcom’s access to Cisco’s competitively 

sensitive confidential information . . . may substantially lessen competition by increasing the likelihood that Broadcom may unilaterally 

exercise market power or by increasing the likelihood of coordinated interaction among the two competitors.”). See also, e.g., Dissenting 

Statement of Commissioner Rohit Chopra Regarding the Publication of Vertical Merger Guidelines, FTC File No. P810034 (June 30, 2020), 

https://www.ftc.gov/system/files/documents/public_statements/1577503/vmgchopradissent.pdf (“‘Data shared vertically on a supply 

chain can be used to inform product development and improvement, but can also facilitate market foreclosure to rivals, appropriation of 

intellectual property, and price discrimination.’”) (citation omitted).
6 Press Release, Federal Trade Comm’n, Federal Trade Commission Withdraws Vertical Merger Guidelines and Commentary (Sep. 15, 2021) 

https://www.ftc.gov/news-events/press-releases/2021/09/federal-trade-commission-withdraws-vertical-merger-guidelines (“The guid-

ance documents, which were published in 2020, include unsound economic theories that are unsupported by the law or market realities. 

The FTC is withdrawing its approval in order to prevent industry or judicial reliance on a flawed approach.”).
7 Press Release, U.S. Dep’t of Justice, Justice Department Issues Statement on the Vertical Merger Guidelines (Sep. 15, 2021), supra n. 4 

(“The department’s review has already identified several aspects of the guidelines that deserve close scrutiny, and we will work closely with 

the FTC to update them as appropriate.”).    
8 U.S. Dep’t of Justice and Federal Trade Comm’n, Vertical Merger Guidelines § 4(b) (June 2020), https://www.ftc.gov/system/files/docu-

ments/reports/us-department-justice-federal-trade-commission-vertical-merger-guidelines/vertical_merger_guidelines_6-30-20.pdf. 
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The VMG also emphasize the potential for coordinated effects:

Coordinated effects may also arise . . . when changes in market structure or the merged firm’s access to 

confidential information facilitate (a) reaching a tacit agreement among market participants, (b) detect-

ing cheating on such an agreement, or (c) punishing cheating firms.9 

To highlight this concern, the VMG provide an example of a vertical merger raising coordinated 

effects concerns:

Example 8: Vertical merger raising coordinated effects issues 

Situation: A merger combines a manufacturer of components and a maker of final products. 

Discussion: Where the component manufacturer supplies rival makers of final products, it will have 

information on the rival’s volume of final product, and thus will be better able to detect cheating on a 

tacit agreement to limit the output of final products. As a result, the merger may make an agreement to 

limit supply more effective.10

The FTC’s commentary to the VMG emphasized its concerns regarding CSI in vertical transactions:

A transaction may harm competition in a relevant market if the transaction gives the combined firm 

access to and control of sensitive business information about its upstream or downstream rivals that 

was unavailable to it before the merger. This may create a disincentive for those upstream or down-

stream firms to attempt procompetitive initiatives. The threat of the merged firm’s access to proprietary 

information also might cause rival firms to end their trade relationships with the merged firm and accept 

lower quality or more expensive goods or services as substitutes, resulting in harm to downstream cus-

tomers. Additionally, access to competitively sensitive information about its rivals may also facilitate or 

cause reduced competitive responses from the merged firm that harm consumers.11

As data and technology increasingly drive the competitive landscape, investigations of CSI-shar-

ing within vertically integrated firms may become more frequent.12 The agencies recognize that tech-

nological advances and the ability to access vast amounts of information within seconds “have the 

potential to make data more competitively significant and strategically valuable to a firm, and thus 

to augment the intensity of competition between that firm and its market rivals.”13 Thus, while there is 

no question that strategic vertical mergers may lead to procompetitive results, the antitrust agencies 

have signaled that they will also examine whether obtaining CSI may give vertically integrated firms 

the ability and incentive to harm competition. Firms seeking to vertically integrate therefore need to 

be prepared for potential investigations and recourse because antitrust enforcers will want to ensure 

that CSI does not lessen competition after a firm merges with a partner in the supply chain.

Agency Firewall Requirements
Traditionally, the antitrust agencies have addressed the potential harms arising from a vertically 

integrated firm accessing CSI by requiring information firewalls as a condition to closing.14 These 

9 Id. at § 5 (emphasis added).
10 Id.
11 Federal Trade Comm’n, Commentary on Vertical Merger Enforcement, § 4 (Dec. 22, 2020), https://www.ftc.gov/system/files/documents/

reports/federal-trade-commissions-commentary-vertical-merger-enforcement/p180101verticalmergercommentary_1.pdf. 
12 Press Release, Federal Trade Comm’n, FTC’s Bureau of Competition Launches Task Force to Monitor Technology Markets (Feb. 26, 2019), 

https://www.ftc.gov/news-events/press-releases/2019/02/ftcs-bureau-competition-launches-task-force-monitor-technology.
13 Edith Ramirez, Deconstructing Antitrust Implications of Big Data, Remarks before Fordham Competition Law Institute (Sep. 22, 2016), 

https://www.ftc.gov/system/files/documents/public_statements/1000913/ramirez_fordham_speech_2016.pdf.
14 See infra notes 17-19 and accompanying text.
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firewalls prevent the flow of CSI between certain personnel and business units in the firm, thereby 

reducing the possibility of collusion and inhibiting unilateral anticompetitive conduct. 

A properly constructed firewall will, for example, prevent the flow of CSI among those employ-

ees who negotiate and set prices in competition with the competitor providing the CSI, who are 

responsible for marketing/advertising competing products, or who are responsible for supply or 

distribution arrangements. At the same time, it will permit CSI to flow to those on the side of the 

business that is upstream or downstream from the CSI provider, as well as those responsible for 

important legal or regulatory functions, including corporate governance, finance, tax, budgets, 

and other key roles. Although in more recent times federal regulators have expressed greater 

skepticism regarding behavioral remedies in vertical cases generally,15 firewalls will continue to be 

an important component of remedial relief in those cases in which the regulator is willing to agree 

to a conduct-based fix.

The U.S. antitrust agencies may increasingly require firewall provisions to ensure that com-

petitors’ pricing and other CSI is shared only with certain personnel of the merged or acquiring 

company. An information firewall prevents the flow of CSI between certain personnel to reduce 

the possibility of collusion and to inhibit unilateral anticompetitive conduct.16 It thus can preserve 

competition while allowing for significant efficiencies from vertical integration. 

The most recent firewall guidance from the FTC can be found in Sycamore Partners II, L.P., in 

which the agency required Staples to erect a firewall as a condition to clearing its acquisition of 

Essendant. Under the terms of the consent, Staples (a national retailer of office products) and 

Essendant (a wholesale distributor) were required to establish a firewall separating Staples’ busi-

ness-to-business end customer selling functions from Essendant’s wholesale selling function. The 

firewall permitted only Staples employees performing wholesale, legal and regulatory, or shared 

services, or members of a management oversight group, to have access to Essendant’s commer-

cially sensitive business information relating to its reseller customers and related end-customers.17 

Several years earlier, in PepsiCo, Inc., the FTC required PepsiCo, Inc. to implement a firewall 

before allowing it to acquire two of the largest independent bottlers and distributors. In that Order, 

CSI was defined to include all information provided, disclosed, or otherwise made available by Dr 

Pepper to PepsiCo that is not in the public domain, including but not limited to information related 

to the research, development, production, marketing, advertising, promotion, pricing, distribution, 

sales, or after-sales support of the products at issue. PepsiCo was not permitted to share Dr Pep-

per’s CSI with employees responsible for setting PepsiCo’s competing prices, formulating new and 

15 See, e.g., Makan Delrahim, Remarks for Workshop on the Proposed Vertical Merger Guidelines (Mar. 11, 2020), https://www.justice.gov/

opa/speech/assistant-attorney-general-makan-delrahim-delivers-opening-remarks-workshop-proposed (stating that the purpose of Sec-

tion 7 of the Clayton Act “is to keep the structure of the market competitive so that market forces can play out to the benefit of consumers, 

without the day-to-day policing of whether the players in the market are behaving anticompetitively”) (emphasis in original); D. Bruce Hoff-

man, Vertical Merger Enforcement at the FTC, Remarks before Credit Suisse 2018 Washington Perspectives Conference (Jan. 10, 2018), 

https://www.ftc.gov/system/files/documents/public_statements/1304213/hoffman_vertical_merger_speech_final.pdf (stating “[f]irst and 

foremost, it’s important to remember that the FTC prefers structural remedies to structural problems, even with vertical mergers,” but 

recognizing that “in some cases we believe that a behavioral or conduct remedy can prevent competitive harm while allowing the benefits 

of integration,” and noting further that “firewalls can prevent information sharing, and nondiscrimination clauses can eliminate incentives 

to disfavor rivals”); Lina M. Kahn, Letter to Senator Elizabeth Warren (Aug. 6, 2021), https://www.warren.senate.gov/imo/media/doc/

chair_khan_response_on_behavioral_remedies.pdf (“I also share your skepticism about the efficacy of behavioral remedies. Indeed, both 

research and experience suggest that behavioral remedies pose significant administrability problems and have often failed to prevent the 

merged entity from engaging in anticompetitive tactics enabled by the transaction.”). 
16 See U.S. Dep’t of Justice, Antitrust Division Policy Guide to Merger Remedies, § III.E.2.a. (Oct. 2004), https://www.justice.gov/atr/page/

file/1175136/download.
17 Decision and Order, Sycamore Partners II, L.P., FTC Docket No. C-4667 (Jan. 25, 2019).
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existing products, marketing and advertising the products, or determining when price promotions 

and newspaper advertisements would be placed for the products.18

These consent decrees demonstrate the agencies’ view that a wide variety of CSI, including pric-

ing and other strategic and proprietary information, must be carefully safeguarded and shared only 

with those who are authorized within the newly merged firm. This ensures that competition will not 

be stifled and that a merged firm cannot use certain data to unfairly gain a competitive advantage.19

Practical Advice for General Counsel 
There is no one-size-fits-all approach to identifying CSI or designing a compliance plan to secure 

the flow of CSI within a vertically integrated firm. Every firm and industry have unique business 

factors, systems and environments where information can be used, stored, maintained and pro-

cessed. It is therefore critical for in-house counsel to understand fully the particular nature of the 

CSI that the firm will be receiving, the client’s business plans, the client’s organizations and data 

management structure, and how CSI may be used in a manner consistent with antitrust laws. 

We offer below some practical guidance that will enable in-house counsel to properly handle 

CSI within a vertically integrated firm.

1. Identify the types of CSI the vertically integrated firm will be receiving.

Neither the VMG nor the Commentary specifically identify or define what the antitrust agencies 

believe constitutes CSI. However, a review of the recent matters investigated by the agencies 

shows that the following categories of information would generally be considered CSI:

• Non-public pricing information;

• Proprietary research and development information; and 

• Non-public customer information, including non-price but proprietary information relating to 

future purchases, capacity, output, or planned shutdowns.20

18 Decision and Order, PepsiCo, Inc., FTC Docket No. 091-0133 (Feb. 26, 2010). See also Decision and Order, Broadcom Ltd. , FTC Docket 

No. C-4622 (July 12, 2017) (mandating firewall to prevent intra-firm sharing of product specifications, blueprints, current and planned 

distribution methods, product and technology roadmaps and processes, current and anticipated customer requirements, product release 

dates, business plans, and computer software and database technologies); United States v. Google Inc., Civ. No. 1:11-cv-00688 (D.D.C. 

April 8, 2011) (mandating firewall to prevent intra-firm sharing of confidential and proprietary inventions, products, designs, and ideas, 

and configuration of the software and the parameters used for certain web queries using the software).
19 The Agencies also have required firewalls to help remedy transactions with both horizontal and vertical aspects. See Decision and Order, 

Teva Pharmaceutical Industries Ltd., FTC Docket No. C-4589 (Sept. 15, 2016) (requiring firewall in acquisition of generics company to 

protect “Confidential Business Information” including information relating to the marketing or sales of divested products); United States v. 

Ticketmaster Entertainment, Inc., Civ. No. 1:10-cv-00139 (D.D.C., July 30, 2010) (creating firewall prohibiting the sharing of confidential 

competitor data preventing the newly merged firm from using information from its ticketing business in its day-to-day operations of its 

promotions and artist management business). 
20 CSI generally includes all confidential information, and all proprietary non-public information (i.e., information that is not generally known 

or otherwise publicly available) relating to the acquired entity’s customers, including but not limited to: (1) bidding procedures and bid 

proposals, and all related documents, data, and materials, including term sheets, initial bid terms, final bid terms, and other documents 

that support cost and rate structures underlying the bids; (2) responses to requests for either proposals or other solicitations; (3) cost 

information, including cost of goods; (4) customer contracts; (5) customer lists; (6) customer product, service, and delivery specifica-

tions; (7) customer purchasing histories; (8) customer service and support requirements and materials; (9) customer approvals and 

related information; (10) price lists; (11) actual sale prices (net and gross); (12) rebate programs and rebates paid to customers; (13) 

advertising, marketing and sales support payments or allowance programs, including actual payments under such programs; (14) credit 

records; (15) non-public advertising, promotional and marketing plans and materials, including website content; (16) sales and marketing 

training and compliance materials; (17) marketing methods and strategies; (18) strategic plans; (19) competitive intelligence and research; 

(20) customers’ identity and terms of service; and (21) customers’ profit and loss statements, balance sheets, and other confidential 

financial documents.
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CSI generally does not include information about the acquired entity’s customers that is presented 

in a format that is aggregated (where information and identities of individual customers are not 

revealed) and/or anonymized (where identities of individual customers are not revealed).

Accordingly, as a threshold matter, in-house counsel should identify what information needs 

to be safeguarded. To do this effectively, counsel should discuss this information with both mem-

bers of the incumbent firm and members of the newly integrated firm. Some key questions to ask 

include:

• What information does the acquired firm receive from competitors/customers that is 

non-public?

• How is that information used in the competitive marketplace?

• Can the information be used in a manner to increase prices to customers or otherwise to 

adversely affect competition?

• Would customers/competitors likely complain if the information was disseminated in the ver-

tically integrated unit?

• Is there a way to aggregate or anonymize the information so that it can be used by other 

business units?

Fully understanding the nature of the information and how its use may affect competition will enable 

in-house counsel to determine as a threshold whether the information is CSI.

2. Identify the business units or personnel who may seek access to CSI and understand 

whether and why they need it.

Information firewalls prohibit certain personnel within vertically integrated firms from obtaining 

or sharing CSI with their colleagues in order to maintain arms-length competition between the 

acquired company and third parties, and to reduce the risk that information is being inappropri-

ately shared within the firm post-merger. Generally, an information firewall assures that CSI will be 

accessible only to those personnel who:

• Do not have decision-making responsibility for setting prices, or marketing or advertising of 

the merged firm’s competing products; and either

• Need to know the information to carry out supply or distribution contracts, or for some other 

procompetitive purpose; or

• Are otherwise responsible for certain necessary reporting functions.21

Upon the acquisition of a vertical business, in-house counsel will immediately be confronted with 

managing potential CSI, and requests by various business groups within the consolidated firm 

for such information. After identifying what types of CSI are most critical in an integration, counsel 

will often have to identify which business units or personnel are likely to seek access to the CSI 

and understand why they want it. Simply stated, if granting access to CSI to a particular busi-

ness unit or personnel would potentially lead to an anticompetitive outcome (e.g., by allowing for 

anticompetitive coordination with competitors or undue access to competitive intelligence that 

may result in reduced competition), then the CSI should not be shared with that business unit/

personnel. If, however, there are procompetitive purposes, such as innovating products or gaining 

efficiencies, or competitively neutral reasons, such as financial reporting, then CSI may be able to 

be shared so long as, on balance, the likely procompetitive effects outweigh any anticompetitive 

risks. Understanding the rationale and usage of the CSI is an important step so that, if challenged, 

21 See, e.g., Decision and Order, Sycamore Partners II, L.P., FTC Docket No. C-4667 (Jan. 25, 2019).
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there is a well-reasoned contemporaneous and procompetitive business justification for sharing 

the information.

To ascertain the rationale for sharing CSI across different business units, we suggest asking the 

following questions to both the newly integrated unit that holds the CSI as well as the incumbent 

unit that wishes to access the CSI:

• What is the information currently used for?

• What is the rationale for providing the information to the incumbent unit?

• How will the incumbent unit use the information?

• If the incumbent unit uses the information, how might it affect competition?

• Will use of the information affect purchasers of the consolidated companies’ products, 

including by increasing prices or reducing competition in any way?

• If the third-party provider of the CSI knew that the information was being shared within the 

vertically integrated firm, how might that provider react?

A non-legal consideration that should also be evaluated in this step is whether there are any third-

party business relationships that may be affected by information sharing. Stated otherwise, would 

customers or suppliers be upset if they knew that their information might be disseminated within 

the fully integrated firm. Often, business personnel seeking CSI will not fully ascertain the com-

petitive concerns associated with using this information. They simply see competitive advantages 

gained from accessing the information, and they may not be in tune with the external business 

partner who feels disadvantaged in the marketplace. In-house counsel can help explain these 

concerns in practical terms to business leaders.

3. Understand the flow of information among business units.

Once it is determined that CSI needs to be contained within certain business units or groups and 

not accessible to others, it is imperative to understand the relationships and data management 

systems among the business units that receive the CSI and those units prohibited from accessing 

it. This requires a full understanding of the job functions and reporting requirements of personnel 

within each of the business units and with whom they communicate in performing their jobs. For 

example, does the marketing team obtain pricing information from the sales team? What infor-

mation is needed for financial reporting? In order to effectively restrict the flow of CSI, in-house 

counsel must identify the units within the firm that share information, understand why the informa-

tion needs to be shared, and how the information will be used. Only then can a proper information 

firewall be practically designed, explained, and administered.

Relatedly, in-house counsel needs to understand how the firm’s information technology (IT) sys-

tem works. In a world in which electronic data storage typically far exceeds tangible data storage, 

in-house lawyers must be able to work with their IT departments to develop appropriate measures 

for segregation and management of data systems containing CSI. Among the questions to be 

answered: Will a newly acquired firm’s data be migrated onto a firm-wide network or cloud-hosted 

solution that is accessible to employees in multiple business units? How will security protocols 

and firewalls be implementable, demonstrable and auditable to ensure that any investigation of 

how CSI transverses the IT system will reveal how the data was shared or made secure? If CSI 

resides on such integrated systems, can safeguards such as passwords or segregated files be 

implemented to effectively limit access? With the explosion of collaborative IT tools in companies’ 

operating systems, this task of “firewalling” data has become far more complex than when data 

could easily be separated by physical walls and locked doors.
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In short, if challenged or investigated, in-house counsel needs to be able to show that adequate 

firewall safeguards were designed and implemented in order to prevent the free-flow of CSI.

4. Make the firewall understandable to employees.

The last (and perhaps most critical) step in creating an effective firewall to safeguard CSI is to cre-

ate an understandable communication initiative and training for the firm’s employees. This should 

be accomplished in the first instance through written, clearly-stated and understandable guidance 

from the legal or compliance department (or even CEO level) to relevant personnel. There must be 

clear and unambiguous “buy-in” from the firm’s senior-level management about the importance of 

adherence to antitrust laws generally, and to firewall protocols specifically. Moreover, there should 

be effective communication and training with applicable business units and individual employ-

ees to explain the importance of the firewall and why it must be maintained. Employees must be 

made aware of the important repercussions if the firewall is not properly maintained. These include 

the potential for costly and time-consuming government investigations as well as possible legal 

actions by antitrust enforcement agencies, customers, or competitors seeking to unwind the verti-

cal integration and/or to collect monetary damages. 

The importance of training employees to be aware of and identify CSI and abide by company 

firewalls cannot be emphasized enough. These are the individuals who, on a nearly daily basis, 

will need to make decisions regarding information flow. They are likely the ones who will receive 

the front-line requests to share CSI. Without proper training, these businesspeople may not be in 

position to determine when information may or may not be shared, or even when to seek guidance 

from the legal department. In-house counsel play an important role in this training and education 

in order create the compliance culture needed to maintain firewalls, while also appropriately mini-

mizing the number of questions directed to legal staff.

5. Set clear and defined terms with customers/competitors.

From both a legal and business perspective, it is important that the firm’s suppliers, customers 

and competitors know that the vertically integrated firm is taking seriously its obligations to safe-

guard CSI that could potentially be used in an anticompetitive manner. To that end, the firm should 

anticipate questions from its industry partners regarding how it will protect their information and 

should take purposeful care in its negotiations with its customers or suppliers who are competitors 

so that all parties have confidence that proper antitrust compliance protocols will be followed. The 

risk of improper information sharing, especially with respect to potential conspiracy claims, is a 

risk borne by both parties. In-house counsel thus should not be surprised when these issues are 

raised by industry partners, and should understand that transparent and documented safeguards 

can protect both parties.

This protection can be accomplished in part, for example, by having both parties acknowledge 

and agree that CSI exchanged during the course of their business transactions may include infor-

mation that would not normally be exchanged between competitors, and that those receiving such 

information agree to take measures to restrict access to the information to appropriate personnel. 

The parties should also take steps to manage their interactions appropriately, including agreeing 

in advance on meeting agendas, incorporating review of such agendas by counsel, clearly iden-

tifying meeting participants, providing those participants with antitrust guidance, and clearly doc-

umenting meetings, all in a manner similar to best antitrust practices used while attending trade 

association meetings. 
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Conclusion
Obtaining CSI from suppliers, customers and competitors through a vertical integration can cause 

great tension within a growing firm—on the one hand, business units naturally want as much infor-

mation as possible to achieve efficiencies and synergies; on the other hand, firms must not share 

CSI in a manner that is potentially anticompetitive and can lead to harm to consumers or liability 

for the firm. The antitrust principles implicated by vertical integration are not always readily under-

stood or welcomed by business personnel, particularly because they may seem to frustrate efforts 

to maximize efficiencies and increase profits. 

It is not simple to design or implement an effective firewall that accomplishes the twin purposes 

of permitting the flow of CSI to certain business units for procompetitive utilization while maintain-

ing safeguards consistent with antitrust law to prevent CSI from being provided to other units. How-

ever, the perils of not implementing appropriate safeguards surrounding the use of CSI are severe. 

In-house counsel need to fully understand the scope and usage of the CSI so that the necessary 

firewalls can be implemented. In broad terms, in-house counsel must be sure that procompetitive 

reasons justify sharing CSI along the vertical chain and educate their colleagues on the impli-

cations of these dynamics between procompetitive and anticompetitive justifications. They must 

also help design practical firewalls and safeguards to prevent anticompetitive uses of CSI. These 

distinctions are important and have real consequences that affect how the vertically integrated firm 

operates. When accomplished deliberately and with forethought, these safeguards will operate 

smoothly, these twin purposes will be accomplished, and the in-house counsel will have delivered 

real value to their clients’ business objectives while managing increasing antitrust risks. ●
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