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A B S T R A C T   

The digital economy has been defined in the economic literature as one with near zero marginal cost, unmo-
netized services but also an escalating data flow. After a careful review of the most recent economic papers, we 
offer an alternative theory on the cost of privacy and data protection regulations. We have observed that the 
characteristics of the regulation lead not only to the amplification of costs that have been traditionally assigned 
as variable costs by the literature, but also of costs that used to be fixed but have been outsourced in the digital 
economy, meaning that significant new variable costs might trigger diseconomies of scale. At the same time, 
privacy and data protection regulations have created incentives that are making the dominant firms insource, in 
what seems to be a way back to increased sunk fixed costs for these firms. Having all that in mind, we claim that 
the perception of deterrence and compliance costs has affected how firms might decide to incur higher risks to 
avoid costs. Although compliance costs are high, we claim that an efficient implementation of the regulation 
avoids much of these costs. Our claim is supported by evidence that a relevant share of the regulatory costs are 
now variable costs, leaving room for at least two efficient strategies that medium-sized firms might implement in 
order to avoid them. First, firms can lower the volumes of data that they use without significantly impairing the 
predictive functions of their algorithms. Second, firms can invest in security at a comparatively lower degree than 
dominant firms considering their lower exposure to strong regulatory action.   

1. Can privacy and data protection regulations affect market 
behavior? 

The concepts of economies and diseconomies of scale are straight-
forward to anyone familiar with economic thinking. Whereas the former 
are usually associated with mass production, market power and 
concentrated markets, economists prefer to treat diseconomies of scale 
as anomalies that can be solved with decentralization [1] or by cor-
recting input misallocations in the line of production [2]. 

The digital economy has been defined in the economic literature as 
one with near zero marginal cost, unmonetized services but also an 
escalating data flow. Experts have claimed that the data-centered 
economy incorporates scale economies that have fostered the evolu-
tion of the big data model so far. The rapid and unrestrained expansion 
of the business model has helped some feel comfortable enough to 
declare that there are no diseconomies of scale in the digital economy 
([3]; p. 18). 

After confronting mainstream theory with anecdotal evidence 
collected in the last few years, we felt the urge to study how privacy and 

data protection laws have changed the value of cost in the digital 
economy. We have felt a special appeal to understand the nature of those 
costs, if those could be outsourced and the impact of those findings in the 
zero marginal cost theory. In this article we analyze some of the most 
important economic papers issued recently that study the costs of pri-
vacy and data protection regulations, the EU General Data Protection 
Regulation (GDPR) in particular, to retail technology firms. 

After a careful analysis, we offer an alternative theory on if and how 
privacy and data protection regulations could affect market behavior. 
We have observed that the characteristics of the regulation imply the 
amplification of costs that have been traditionally assigned as variable 
costs by the literature, but also of costs that used to be fixed but have 
been outsourced in the digital economy. At the same time, privacy and 
data protection regulations have created incentives that are making the 
dominant firms insource, in what seems to be a way back to increased 
sunk fixed costs for these firms. We claim that the perceptions of both 
deterrence and compliance costs have affected how firms might decide 
to incur higher risks to avoid costs. 

The data minimization policy inaugurated with privacy and data 
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protection regulation has also helped us find evidence of excessive 
collection and suboptimal use of data, with two immediate 
consequences. 

First, they signal the importance that firms spotlight data saturation: 
a point at which the statistical utility of collected data starts to decrease. 
Spotlighting the data saturation point may become crucial in certain 
markets: while privacy and data protection regulations amplify variable 
costs according to the expected level of care, the value of data can be 
described as an inverted U, a combination that makes it easier to reach 
diseconomies of scale when costs skyrocket and the value of data is 
crushed. Diseconomies of scale in the digital economy are influenced by 
both the level of care demanded by (and regulatory costs imposed on) 
certain activities and how early markets reach data saturation. 

Second, they suggest that there is room for decreases in the collection 
of data without significantly affecting the quality of algorithm 
estimations. 

In light of these elements, we argue that the presence of significant 
variable costs might help medium-sized firms choose underdeterrence 
and underperformance as the efficient response to the regulation. 
Finally, we study how both non-technical costs imposed by the regula-
tion and economies of scope in dominant firms might influence market 
concentration for web services. 

For the purpose of this article, we use the term ‘diseconomies of 
scale’ to refer to the decreasing economic value of data highlighted by 
privacy and data protection regulations. Also, we incorporated the 
expression ‘non-technical costs’ as used by the economic literature, 
referring to costs that would not be incurred without privacy or data 
protection regulation. We also label medium-sized companies those that 
are large enough to deserve inspections based on the GDPR, but are not 
dominant. ‘Underdeterrence’ is used as the consequence of strategic 
noncompliance by medium-sized firms according to either the expected 
lower detection levels (Becker [4] or the expected lower impact of their 
activities. We use ‘underperformance’ to indicate strategic lower levels 
of data collection that do not significantly affect algorithm estimates. 
Not least, this article has in mind all sorts of regulatory costs incurred, be 
it by means of ex ante regulation, information disclosure or ex post li-
ability. According to Romanosky and Acquisti [5]; pp. 1068–1073), ex 
ante regulation requires, “firms to invest in a minimum level of security 
controls in the hopes of reducing the probability of a data breach and 
resulting harm”, while ex post liability “serves as a deterrent for firms by 
raising their expected costs of engaging in some harmful activity and 
compensating injured parties for their loss” and information disclosure, 
“a form of light-handed paternalism, enables both consumers and firms 
to change their behavior and reduce losses. […] Information disclosure 
as it relates to consumer privacy and data breaches is mainly achieved 
with the body of state data breach disclosure (or, security breach noti-
fication) laws." 

2. Revisiting economies and diseconomies of scale 

Economic definitions are dynamic by nature and their conceptual 
limitations are well expressed by the literature. If, on the one hand, the 
concept of scale economies is simple to understand, its definition de-
pends on the more fluid definition of what constitutes marginal (and, as 
a consequence, variable) costs. Because these concepts have a central 
role in this article, it is worth taking a quick look at how they are defined 
in mainstream economics. 

Jehle and Reny ([6]; p. 132) explain that, “returns to scale refer to 
how output responds when all inputs are varied in the same proportion, 
i.e., when the entire ‘scale’ of operations is increased or decreased 
proportionally”. Returns to scale depend on the output elasticity of input 
or on how output responds to a 1% change in input. If the proportion 
output/input is sustained, returns to scale are constant ([6]; p. 133). 
Varian ([2]; p. 359) explained that if one scales the amount of inputs by 
a constant factor and gets as much output increase, it is a case of con-
stant returns to scale. 

Intuitively, there can also be increasing and decreasing returns to 
scale. “Every homogeneous production function of degree greater (less) 
than one must have increasing (decreasing) returns, though the converse 
need not hold.” ([6]; p. 133) Varian ([2]; p. 360) makes his point that 
"[i]ncreasing returns to scale usually just applies over some range of 
output,” meaning that it is not possible to force indefinitely an 
increasing flux of input. As important, Jehle and Reny ([6]; p. 133) make 
it clear that many technologies exhibit different characteristics over only 
certain ranges of output. Viscusi et al. ([1]; p. 162) suggest that the most 
important explanation of why some industries are more concentrated 
than others might rest in the magnitude of economies of scale. 

The flip side of economies of scale are diseconomies of scale. The 
verification of diseconomies of scale is quite relevant because, as it turns 
out, in a zero marginal cost economy any retribution from the work 
makes it worth to start a business and eventually to innovate. 

Viscusi et al. ([1]; p. 163) found only one major explanation in the 
economic literature for the diseconomies of scale: a managerial problem. 
As described, the managers of a growing company may face major 
problems to control the whole company. “Thus this ‘control loss,’ as the 
number of layers of management increases, is a possible source of dis-
economies of scale,” they ascertain. The way to deal with a managerial 
problem caused by the scale of the operations would be a spin off, 
leading to the creation of smaller units that could deal better with each 
line of production. Varian ([2]; p. 360) is also very skeptical about 
diseconomies of scale and claims that they are short-term phenomena. 

As one can notice, diseconomies of scale have not received enough 
attention from the literature, which is particularly disappointing for us, 
because they have a particular potential to be triggered or magnified by 
regulation. For our study, one must keep in mind that, just like econo-
mies of scale [2,6], diseconomies of scale also just apply over some range 
of output. 

Also like economies of scale, diseconomies of scale are a measure of 
variable (not fixed) costs. Although in the long run all costs are variable 
costs,1 economists define variable costs in terms of those that the firm is 
unable to adjust in the short run ([2]; p. 405): 

“Of course, what constitutes the long run depends on the problem we 
are analyzing. If we are considering the fixed factor to be the size of 
the plant, then the long run will be how long it would take the firm to 
change the size of its plant. If we are considering the fixed factor to be 
the contractual obligations to pay salaries, then the long run would 
be how long it would take the firm to change the size of its work 
force." 

Eventually, the definition as fixed vis-"a-vis variable costs depends on 
how easily those costs can be avoided, reason why in modern antitrust 
economists have resorted to avoidable instead of variable costs. 

As we will see, outsourcing might play a central role in making 
commercial relationships more flexible and in turning formerly fixed 
into variable costs. At the same time, there is evidence that non- 
technical costs are leading back to a shift from outsourcing to insourc-
ing and therefore to increased fixed costs in dominant firms. If what we 
see is a trend, how large firms are has a direct influence on their per-
ceptions of deterrence and on how much costs will they incur. 

We will also see how diseconomies of scale in the digital economy are 
influenced by both the expected level of care (materialized in lighter or 
burdensome regulations) and by data saturation. 

1 As defined by Varian ([2]; p. 405): “That is, it may be a feature of the 
technology that some costs have to be paid to produce any positive level of 
output. But in the long run there are no fixed costs, in the sense that it is always 
possible to produce zero units of output at zero costs—that is, it is always 
possible to go out of business. If quasi-fixed factors are present in the long run, 
then the average cost curve will tend to have a U-shape, just as in the short run. 
But in the long run it will always be possible to produce zero units of output at a 
zero cost, by definition of the long run.”. 
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3. Economies of scale and network externalities in the digital 
economy 

For some time now, scholars at the frontier of knowledge have been 
working with the notion of a near zero cost economy. Rifkin ([7]; p. 156) 
claimed that near zero marginal cost and nearly free goods and services 
are functions of advances in productivity. Having in mind that produc-
tivity is the ratio of what is produced to what is required to produce it, he 
called it zero marginal cost ‘the optimum level of productivity.’ And 
added (2015, pp. 161–63): 

“The enormous leap in productivity is possible because the emerging 
Internet of Things is the first smart-infrastructure revolution in his-
tory: one that will connect every machine, business, residence, and 
vehicle in an intelligent network comprised of a Communications 
Internet, Energy Internet, and Logistics Internet, all embedded in a 
single operating system. […] the intelligent infrastructure, in turn, 
will feed a continuous stream of Big Data to every business connected 
to the network, which they can then process with advanced analytics 
to create predictive algorithms and automated systems to improve 
their thermodynamic efficiency, dramatically increase their pro-
ductivity, and reduce their marginal costs across the value chain to 
near zero.” 

That view is also shared by Lemley [8]; pp. 461, 482). Showing that 
the costs of reproduction and distribution of informational content 
dropped to zero with the Internet, the Stanford professor claimed that 
the degree of relevance of intellectual property rights has to be recon-
sidered in the digital age. 

The association of the digital economy with falling marginal costs is 
now widespread not only in cutting-edge research, but also in more 
conservative environments involving government technicians. Digital 
initiatives involving the identification of citizens for the deployment of 
public services and the development of smart cities, particularly in 
transportation [9] and security [10], show how the bureaucracy has 
developed its own way of using technology to design more efficient 
solutions. The broad consensus is not so much the outcome of a wide 
convergence on the role that energy [11] or production and distribution 
[8] efficiencies play in productivity, but a development of the under-
standing that the digital economy suffers from network externalities that 
are typical of platform markets. 

The Organisation for Economic Co-operation and Development 
([12]; p. 26) has made the statement that 

“While digital products and services have diverse economic charac-
teristics (e.g. networks, semiconductors, smartphones, computing), 
core digital elements – software, data and standards – stand out. 
Fixed costs contrast with low, close to zero, marginal costs. Com-
bined with the global reach of the Internet, this allows firms and 
platforms to scale very quickly, often with few employees, tangible 
assets or a geographic footprint." 

Also ([12]; p. 25), "[d]igital businesses that attain large scale, 
notably platforms that benefit from network externalities and economies 
of scope, can lead to market concentration and winner-take-most dy-
namics at least for a period of time." 

By 2009, the OECD had already characterized the Internet economy 
as a multi-sided platform market ([13]; p. 23), by making it clear that 

“A two-sided platform helps the members of two distinct groups of 
customers to get together in a way that generates value for these 
customers and that these customers could not get as efficiently, or 
possibly at all, without the platform. The platform typically in-
ternalizes indirect network effects between the customer groups. 
Many platforms, especially those in the web-based economy, have 
more than two sides; the insights obtained for two-sided platforms 
apply more generally to multi-sided ones." 

That stands out in a paper authored by Katz and published by the 
OECD in 2018 [14] (p. 103): 

“The lack of a consensus definition of multi-sided markets is some-
what easier to address (or, at least, to hold to one side). Suppliers in 
multi-sided markets are often referred to as ’platforms’ because they 
serve as bases on which users from different sides of the markets can 
interact with one another. For antitrust purposes, a useful definition 
of a multi-sided market is that there are cross-platform network ef-
fects (i.e. the presence of members of group A as users on one side of 
the platform makes the platform more attractive to members of 
group B on the other side) in at least one direction for a platform that 
facilitates interactions between two or more groups of users, can set 
distinct prices to different user groups, and has market power with 
respect to those groups." 

As Rochet and Tirole ( [15]; p. 646) have observed, multi-sided 
markets combine elements of multi-product pricing and network ef-
fects. That was a sound understanding shared by other leading in-
stitutions congregating some leading economic and legal experts and 
public institutions around the globe. In 2018, the International 
Competition Network Advocacy Working Group [16] (p. 2) asserted that 
"[d]igital markets often involve complicated competition issues 
involving multi-sided markets, platform-based models and network 
effects." 

The coexistence of efficiencies and market concentration in the 
digital economy was further emphasized in an OECD report issued in 
2018 [17] (pp. 1, 2). The document stressed that “the digital trans-
formation is changing business models, methods of production and 
distribution, and the way firms compete.” Following the same thread 
walked by Lemley [8]; it argues that digital technologies reduce the cost 
to enter markets, also reducing distribution costs across the globe in a 
way that ‘micro-multinationals’ are created: 

“Digitalisation has also reduced the costs of scaling up production, 
advertising and distribution for new entrants. For instance, the 
availability of cloud computing services provides smaller and newer 
firms with a flexible access to considerable computing power without 
investing in physical infrastructure. More broadly, core digital 
products are replicable at close to zero marginal cost. This can allow 
innovative start-ups to grow and gain market share rapidly once they 
bring a product to market, often with few employees, few tangible 
assets and limited geographic footprint." 

At the same time, economies of scale and scope challenge the at-
omization and diversification of markets by demanding that firms incur 
“significant upfront costs to develop products and near-zero marginal 
costs”. That combination creates a clear first-mover advantage. Size also 
matters when it comes to the management of intangible assets (intel-
lectual property, algorithms, software, data) that are required to 
compete effectively. However, because data is the essential input in a 
data-driven economy (which attracts other businesses as clients of the 
platform) and insofar as access to data, at least in theory, is not fore-
closed, the asymmetries in data collection between smaller and larger 
players should be alleviated and so should be first-mover advantages. 

In practice, the organization still recognized that the pendulum 
bounces at the cost of late comers, though [17]; pp. 117, 118): 

“[…] cross-platform network effects give rise to demand-side econ-
omies of scale that allow a platform to benefit if it can use exclusivity 
as a means of limiting participation on rival platforms and, thus, 
raising rivals’ costs (i.e. weakening their ability to provide user 
benefits). Moreover, the provision of multi-sided platform services 
may be subject to strong production economies of scale in addition to 
demand-side economies of scale, reinforcing these effects. Hence, if 
there is some initial asymmetry, the leading or dominant platform 
may be able to benefit from imposing conditions that drive most 
users in one or more groups to single-home on that platform when 
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they would otherwise have multi-homed. The dominant platform can 
benefit from increases in its rivals’ average costs if the higher costs 
drive the rivals from the market. And -because the rivals will be 
weaker competitors- the dominant platform can benefit from in-
creases in its rivals’ marginal costs of generating user benefits even if 
the rivals remain in the market." 

The OECD ([17]; p. 104) names this effect, traditionally called 
‘raising rival’s costs’ in the antitrust literature, as a ‘death spiral’: 

“By giving rise to demand-side economies of scale, network effects 
can create mechanisms by which a supplier can successfully weaken 
or eliminate rival suppliers through conduct that denies them scale. 
Indeed, at least in theory, a weakened rival may enter a ‘death spi-
ral,’ whereby it loses users, which then triggers the loss of more users 
due to the loss of network effects, which then leads to the loss of still 
more users, which then … Thus, the existence of network effects may 
heighten concerns regarding the possibility of exclusionary 
behaviour." 

Embracing the near zero cost theory, the literature has not offered 
answers to diseconomies of scale, though. That can be troublesome 
inasmuch as variable costs can affect the balance of non-dominant firms. 
As we will see, the existence of substantial variable costs in lieu of fixed 
costs can lower entry barriers and hold up problems, making it easier for 
firms to compete effectively. 

Conversely, proportional rises in non-technical costs for both 
medium-sized and dominant firms should at first glance also come at a 
cost to non-dominant players. That could be explained as an effect of 
increasing returns to scale: if both firm A and firm B have unrestricted 
access to the database of all the inhabitants of city C but firm B also has 
unrestricted access to the database of all the inhabitants of city D, then 
each marginal piece of data is worth for firm B x times as much as it is 
worth to firm A, x ! 1. Because of network externalities and increasing 
returns to scale, dominant firms should be less impacted than non- 
dominant firms by the marginal cost created by the regulation. How-
ever, there is evidence that expected underdeterrence and data satura-
tion can work together to restore balance and limit the impact of the 
regulation on non dominant firms. We will explore this hypothesis in the 
sections to come. 

4. From economies to diseconomies of scale 

The relationship between the digital economy and two-sided markets 
is straightforward. As called attention to in the previous section, due to 
increasing returns to scale one piece of information alone may, 
depending on the correlation of data, have less value than the aggregate 
of two, three and so forth pieces of information. In that case, every extra 
piece of relevant data would add more value to the sample than the 
marginal benefit created by every additional piece of data that came 
before. That happens because each additional pieces of rdata increases 
the statistical relevance of the sample, a phenomenon known as network 
externality. As a consequence, a one-thousand-profiles input n yields a 
better algorithm than n/2. 

The pursuit of bigness in digital platforms or two-sided markets is 
well justified in the literature [18] by the presence of network exter-
nalities, especially when artificial intelligence is used. Digital services 
work better for both end users (side A) – when there is more data to 
improve the answers to their dilemmas based on artificial intelligence 
and deep learning – and client businesses (side B) – when there is more 
reliable data they might be willing to pay for ([19]; p. 59). In the former 
case, consumers (side A) are naturally trapped by path dependence. In 
the latter, more consumers (side A) attract more firms (side B) seeking 
for data as a merchandise, which brings more investment to the platform 
and feeds back into attracting more consumers (side A). This is the 
simplest platform design, though. Digital platforms usually have mul-
tiple sides, including the offer of targeted advertising itself. 

In a two or multi-sided market, what the consumer sees on side A is 
the price of the service he or she is offered. Although a service may be 
the same, a digital platform that operates also as an intermediary and 
sells information collected from consumers at the other end (on side B) 
has more chances of raising capital to invest in services with higher 
quality or better interface and sustain near zero price as a service policy 
on side A (than one that does not). Because what matters to most (and 
particularly to first-time) consumers is the (zero) price that they see as 
compared to the quality of the service (which is especially true for the 
markets of experience goods), there is a clear incentive for the busi-
nesses to operate on both sides. As long as a two-sided strategy looks like 
a win-win situation in the relationship between the platform and side A, 
digital platforms have leverage to gather and pass-on to side B more 
information about the consumers. Because this is apparently good for 
both the platform and side B, there is also a win-win situation on this 
side. 

The existence of this pareto optimal situation in two-sided markets 
creates perfect incentives to boost bulk collection of data from con-
sumers. Inasmuch as more data collected (on side A) leads to more 
statistically significant samples that attract advertisers (on side B) and 
(in a virtuous cycle) creates opportunities for more investment in better 
services (on side A), the digital economy is also sucked by the quest for 
scale (of collected information): the so-called big data. In some markets 
the incentives are even bigger, because the intrinsic value of the service 
depends on the network externalities of the platform processing data in 
bulk. This is the case of search engines and targeted advertising. In any 
case, economies of scale and network externalities create path depen-
dence and a spiral of incentives for the concentration in digital markets. 

By agreeing upon the idea that marginal costs are close to zero ([7]; 
p. 156) ([3]; p. 18), economists have also embraced the concept that the 
digital economy is one with increasing returns to scale. Even though 
brick-and-mortar businesses incur traditional costs associated with lo-
gistics, rent, distribution and factory floor employees that do not afflict 
digital businesses, as e-businesses grow in value and threat to replace a 
number of traditional industries, becoming central in the development 
of the most mundane activities, not only do we find a need to safeguard 
operations that are now massively operated through the Internet and 
have become statistically significant, but also to protect the citizens from 
threats that are inherent to the new market. In other words, if virtuality 
causes digital businesses to spare technical costs, it also raises challenges 
that demand digital businesses to incur regulatory (or non-technical) 
costs. 

When those are variable costs that increase significantly in tandem 
with rises in the volume of data that is collected, stored or treated, and at 
the same time the marginal rise in costs is improving at a higher rate 
than the marginal income of relevant data, then we will experience 
decreasing returns to scale. The chances of decreasing returns to scale 
and diseconomies of scale are magnified once we reach the data satu-
ration point and the statistical value of each piece of data becomes much 
less valuable or even insignificant. 

5. Non-technical costs 

Anecdotal evidence has shown that privacy and data protection 
concerns might have chilling effects on competition. In 2019 Federal 
Trade Commission’s Commissioner Phillips registered [20] (p. 2) his 
concern that “that laws and regulations intended to promote privacy 
may build protective moats around large companies […] by making it 
more difficult for smaller companies to grow, for new companies to 
enter the market, and for innovation to occur [ …]." Years before, in 
2011, Brill [21] (p. 19) highlighted agency costs and the need to inspect 
whether non-tracking tools “ostensibly aimed at protecting privacy, are 
not simply a means to keep out new entrants,” noting that “there may be 
a tipping point at which self-regulation turns anticompetitive, particu-
larly in cases where the mechanisms are developed by a trade associa-
tion or industry players that have a dominant market position.” Finally, 
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in 2018 [22]; Holland raised awareness on how rules that raise costs 
associated with data sharing might foreclose entry and called upon 
policymakers and law enforcers to make sure that dominant firms do not 
stifle innovation “by hiding behind calls for greater privacy and data 
security.” Like many antitrust litigators, she advocated that we find a 
balance “about trade-offs between competition and data privacy.” That 
understanding stressing the conflict between privacy and competition 
laws has received the solidarity of important scholars like Avi Goldfarb, 
Lior Strahilevitz, Andrew Gavil [23]. 

In the last few years, extensive research has been undertaken to 
understand the effects of the recent approval of the GDPR. Departing 
from economic theory, papers and reports have addressed compliance 
expenses and observed market behavior. Those studies concentrate on 
the application layer of the Internet, where competition is more vibrant. 
Zhuo et al. (2019, pp. 38–40) summarized the conclusion: 

“Despite evidence that the GDPR so far had significant effects at the 
application layer on European firms, we find no visible consequences 
at the infrastructure layer. [ …] 

Our results suggest limited effects of such regulations on the internet 
layer. Said another way, our results suggest the costs are concen-
trated at the application layer. [ …] 

Our results also speak to the debate on the allocation of rents 
generated through the successful commercialization of the Internet. The 
enormous rents associated with the exploitation of Web 2.0 and mobile 
web represent a large portion of the private returns to innovation in the 
21st century. These rents have been overwhelmingly captured by 
players at the application layer, notably the ‘big tech’’ companies, while 
firms at the internet layer captures little of the rents. Our study is 
consistent with the view that the cost of the GDPR has been a shock to 
rents, and the costs have been borne by the application layer, paid out of 
the rents from innovation." 

Although Zhuo et al. were concerned with the transportation and the 
internet layers of the Internet and conclude that (2019, p. 5), “even 
stringent internet privacy regulation that has strong negative impact at 
the application layer does not impact the short-run growth of the 
Internet infrastructure and the incentive of network operators to inter-
connect the Internet”, they also made general considerations about 
regulatory costs that are very dear to us (2019, pp. 11–13): 

“The GDPR may generate significant compliance cost for application 
firms as it specifies stringent responsibilities of data controllers (and 
sometimes data processors). Firms need to fulfill major obligations such 
as keeping detailed, account-like records of their processing activities, 
incorporating protection into the technical design for the services with 
data protection ‘by design’ and ‘by default,’ (for organizations that 
process personal data on a large scale or process sensitive personal data) 
appointing a fully independent Data Protection Officer (DPO), devel-
oping ‘Data Protection Impact Assessments’ (DPIA) for high-risk pro-
cessing activities, and notifying the Data Protection Authority of a 
personal data breach within 72 h after its discovery (Hoofnagle et al. 
(2019)). Ernest & Young predicts the world’s 500 largest companies 
would spend $ 7.8 billion to comply with the GDPR. While a report by 
DataGrail, a privacy management platform, estimates 74% of small- and 
mid-sized organizations would spend more than $100,000 and 20% of 
them would spend more than $1 million. 

The GDPR may also generate costly behavioral changes to applica-
tion firms, hampering their ability to monetize user participation and 
engagement, due to the law’s legal basis for processing personal data 
and many high level principles. Under the GDPR, consent must be freely 
given, specific, informed, unambiguous, and revocable (Hoofnagle et al., 
2019), preventing firms from using long and inaccessible consent pro-
cesses to obtain personal data. The purpose limitation principle specifies 
that personal data shall be ‘collected for specified, explicit and legiti-
mate purposes and not further processed in a manner that is incom-
patible with those purposes.’ This would limit application firms’ ability 

to repurpose data in unanticipated ways. The data minimization prin-
ciple specifies that personal data should be ‘adequate, relevant and 
limited to what is necessary in relation to the purposes for which they 
are processed’ and shall be ‘kept in a form which permits identification 
of data subjects for no longer than is necessary for the purposes for 
which the personal data are processed.’ This accounting comes with 
increased cost and complexity, and by intent reduces window for 
monetization." 

Worth noting that these are only implementation costs. At the same 
time, it is not clear whether estimations considered that those costs 
would be insourced or outsourced. Insourcing costs are higher because 
firms incur upfront sunk costs; at the same time, insourcing makes se-
curity more manageable and, by decentralizing who has access to data, 
risk is dispersed.2 As the risk of data breaches scales down, the estima-
tion of the expected fine falls accordingly. 

According to market analysis group Consultancy.org [24]; “an 
average fine wielded for breaching the GDPR will likely be 4% of annual 
turnover – something Oliver Wyman suggests could cost the FTSE100 a 
collective £5 billion in fines each year.” The organization also believes 
that implementation costs are relatively low as compared to noncom-
pliance costs: "[f]or the FTSE100, the 4% of annual turnover fine would 
equate to a range of £800,000 for the smallest member and £7.1 billion 
for the largest. Generalizing these numbers, on average a fine of 4% of 
revenues represents 30–80 times the cost of implementing the GDPR 
adequately in the first place." 

Taking these numbers, by reducing the chances to be fined by 20% 
one firm at the lower end of the FTSE would spare 160,000 annually, 
while a firm at the high end would spare 1.42 billion/year. In other 
words, insourcing increases fixed costs as a way to reduce variable costs. 
For a rational market player, it only makes sense to incur high sunk costs 
to avoid variable costs if those variable costs are more costly. If Consul 
tancy.org [24] is correct and fines are “30–80 times the cost of imple-
menting the GDPR,” then insourcing is prima facie efficient. 

Therefore, it is not without reason that dominant firms are actually 
shifting from outsourcing to insourcing. This is an indication that not 
only is insourcing the efficient solution dominant firms are investing in, 
but also evidence of the magnitude of variable costs imposed by privacy 
and data protection regulations on those firms that cannot or opt not to 
insource. In that very sense, Peukert et al. find that ([25]; p. 23) 
“websites reduce the number of third-party trackers, move from 
third-party to first-party cookies and from non-EU-based to EU-based 
web technology providers,” those findings been “explained by the 
increasingly complex compliance landscape firms have to navigate after 
the GDPR." 

Statistics platform Statista [26] estimated the market value of ser-
vices for GDPR compliance in Europe as roughly $1.2 billion only in 
2023, a 300% increase from a 2018 baseline. Consultancy.org [24] 
estimated average GDPR implementation costs around £15 million for 
an FTSE100 firm “, while companies should be expecting to spend 
around £300–450 per head on their compliance efforts.” That £300–450 
per head estimate applies also to the technology industry, whose 
implementation costs would be average £20 million, topping at roughly 
£60 million. The report also claimed that “costs will probably grow with 
a firms’ size, as increased amounts of data for larger operations up the 
levels of complexity involved in compliance. The spread of potential 

2 There are two ways to look at dispersion of risk. For some, insourcing 
centralizes risk at the firm level, instead of externalizing and dispersing over 
outsourcing companies. Looking from the outside, though, as a citizen, the risks 
are dispersed when all the firms store their own data, instead of concentrating in 
outsourcing silos that store data of entire industries. Because the GDPR forces 
dominant firms to look at data breaches from the perspective of the citizen and 
insofar as dominant firms have opted to insource as a way to reduce the like-
lihood of data breaches, it is our understanding that insourcing decentralizes 
data and reduces breach risks. 
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budget tends to multiply markedly against firm size." 
The analyses provided by Veritas, another consulting firm, com-

plemented those findings using a more diversified sample of firms. 
Again, costs are associated only with the implementation of the GDPR, 
applicable as of May 25th, 2018. Interviewing businesses from the US, 
the UK, France, Germany, Australia, Singapore, Japan and the Republic 
of Korea with at least 1000 employees, a 2017 Veritas report [27] (p. 5) 
showed that respondents expected to spend somewhere close to $1.5 
million (or £1.8 million3) by May 2018 to fully comply with the GDPR. 

We must never forget, as Acquisti [28]; pp. 23, 24) advised, that the 
social losses due to ‘incoherent privacy policies’ can also be relevant: 

“[A]midst a complex array of legislative and self-regulatory initia-
tives, both consumers and firms are uncertain about the level of 
protection afforded to, or required for, various types of personal 
data. This uncertainty is costly in itself, in that it forces data subjects 
and data holders to invest resources into learning about the admis-
sibility of a given data practice. It also creates costly second order 
effects, in that it may lead both data subjects and data holders to 
inefficiently under- or over-invest in data protection." 

There is another increasingly relevant cost that the literature has in 
general ignored when it comes to talking about the digital economy: 
storage costs and all those related with making it efficient to manipulate 
particularly vast amounts of data collected on a continuous basis. 
Although, at least for now, some sectors can even take advantage of a 
more fragmented economy and in fact enjoy near zero marginal cost – as 
collaborative commons enthusiast Rifkin [7] claimed about education -, 
in the long run even those can be deeply dependent on how they can take 
advantage of data that is collected (from students) on a permanent basis 
and therefore on how they can rely on the existence of an immeasurable 
capacity to store. 

Because those costs are to become regular in some industries with the 
progressive implementation of the Internet of Things, microchip im-
plants and other devices that allow for massive 24x7 surveillance, it is 
time that they were accounted for. 

6. Storage costs 

Edward Curry ([29]; p. 32) defined data storage as “the persistence 
and management of data in a scalable way that satisfies the needs of 
applications that require fast access to the data.” Although most eco-
nomic papers dealing with the digital economy generalize the low costs 
of storage that apply to simple applications, every competent 
forward-looking businessperson in the digital economy is already 
familiar with the growing need for investment in storage. Zuboff ([30]; 
p. 157) claimed that storage capacity is a competitive differential for 
dominant firms. Talking about Google, she observed that “[n]o other 
firm could equal its range of access to behavioral surplus, its bench 
strength of scientific knowledge and technique, its computational 
power, or its storage infrastructure.” It is not an exaggeration to claim, 
though, that in the next few years storage will not be just a differential, 
but become a must-have in most digital industries. 

Cavanillas et al. ([31]; p. 4) showed how we live today with shortage 
of storage and processing speed for more complex industrial and sci-
entific ends in the digital age: 

“The capability of telescopes or particle accelerators to generate 
several petabytes of data per day is producing different problems in 
terms of storage and processing. Scientists do not have off-the-shelf 
solutions ready to analyse and properly compare disperse and huge 
datasets. Enabling this vision will require innovative big data tech-
nologies for data management, processing, analytics, discovery, and 
usage [...]." 

Although they limited their observation to the scientific community, 
this finding shows how shortage of storage can impact the development 
of certain commercial businesses. This is the case of the development of 
a commercial market for mass surveillance as society progressively 
embraces the perception that permanent surveillance is the new normal. 
As we approach that stage when the definition of mass collection of data 
is magnified, shortages in cloud storage, integration of data banks and 
data processing speed must be properly addressed with massive 
investment. 

Costs also rise according to regulatory requirements and the preci-
sion that is demanded by certain markets. According to Strohbach et al. 
([32]; p. 120): 

“Storage solutions also need to cope with the velocity and variety of 
data. Velocity is important in the sense of query latencies, i.e. how 
long does it take to get a reply for a query? This is particularly 
important in the face of high rates of incoming data. For instance, 
random write access to a database can slow down query performance 
considerably if it needs to provide transactional guarantees. In 
contrast, variety relates to the level of effort that is required to 
integrate and work with data that originates from a large number of 
different sources. For instance, graph databases are suitable storage 
systems to address these challenges." 

Insofar as query performance is affected by how organized a data set 
is, structured data and improved indexing are fundamental to provide 
fast data retrieving. 

The study also showed how technology advances have not been 
concerned with privacy, raising concerns around how costs might have 
been underestimated (2016, p. 122): 

“Privacy and Security Is Lagging Behind: Although there are several 
projects and solutions that address privacy and security, the pro-
tection of individuals and securing their data lags behind the tech-
nological advances of data storage systems. Considerable research is 
required to better understand how data can be misused, how it needs 
to be protected and integrated in big data storage solutions." 

The authors also called our attention to the fact that, as privacy and 
data protection concerns escalate, storage cannot be dissociated from 
effective encryption either. According to Strohbach et al. ([3]; p. 119): 

“Big data storage is concerned with storing and managing data in a 
scalable way, satisfying the needs of applications that require access 
to the data. The ideal big data storage system would allow storage of 
a virtually unlimited amount of data, cope both with high rates of 
random write and read access, flexibly and efficiently deal with a 
range of different data models, support both structured and un-
structured data, and for privacy reasons, only work on encrypted 
data." 

In this respect, we need not be reminded that market players should 
increase investments in quantum encryption still in this decade if data 
protection is not to lag behind the development of affordable and useful 
quantum computers. Quantum computers will establish a new threshold 
in privacy, since they can easily decrypt any information protected ac-
cording to existing technology. 

Another sector that already requires managing costs associated with 
the storage of data is healthcare. Strohbach et al. ([32]; p. 122) 
reminded us that "[e]nterprises can now store and analyze more data at 
a lower cost while at the same time enhancing their analytical capa-
bilities,” although they never equate those costs to zero. Actually, as 
they claimed that “the health sector is an excellent example that illus-
trates how society can expect better health services by better integration 
and analysis of health-related data,” costs are clearly an important part 
to be aware of. 

The authors ([32]; p. 126) asserted that those costs could be theo-
retically attenuated with the shift towards cloud storage: “cloud storage 3 1 GBP ! 1.2182 US dollars, in May 25th, 2018. 
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provides flexible access from multiple locations and quick and easy scale 
capacity [...] as well as cheaper storage prices and better support based 
on economies of scale [...]with cost effectiveness especially high in an 
environment where enterprise storage needs are changing over time up 
and down.” However, the massive proliferation of cloud computing is an 
example of how the facilitation of ubiquitous access has outplayed the 
quest for better privacy solutions. Again, it might show how 
non-technical costs have been underestimated ([32]; p. 127): 

“Security is one of the main concerns related to public clouds. As a 
result the Amazon CTO predicts that in five years all data in the cloud 
will be encrypted by default [...]." 

That unbalance is also evidenced ahead ([32]; p. 131): 

“Data Privacy Big data storage must comply with EU privacy regu-
lations such as Directive 95/46/EC when personal information is 
being stored. Today, heterogeneous implementations of this direc-
tive render the storage of personal information in big data difficult. 
The General Data Protection Regulation (GDRP)—first proposed in 
2012—is an on-going effort to harmonize data protection among EU 
member states. The GDRP is expected to influence future re-
quirements for big data storage. As of 2014, the GDRP is subject to 
negotiations that make it difficult to estimate the final rules and start 
of enforcement. For instance, the 2013 draft version allows data 
subjects (persons) to request data controllers to delete personal data, 
which is often not sufficiently considered by big data storage 
solutions." 

The study asserted ([32]; p. 131) that because data tracing and data 
provenance are becoming more relevant, “big data storage has to 
maintain provenance metadata, provide provenance along the data 
processing chain, and offer user-friendly ways to understand and trace 
the usage of data." 

Growing use but persisting performance issues also show the need for 
more investment ([32]; p. 127): 

“As cloud storage is a service, applications using this storage have 
less control and may experience decreased performance as a result of 
networking. These performance differences need to be taken into 
account during design and implementation stages. ( …) 

Feature rich clouds like AWS supports calibration of latency, 
redundancy, and throughput levels for data access, thus allowing users 
to find the right trade-off between cost and quality." 

The trade-off between ubiquity and security was highlighted in 
further by the study ([32]; p. 131): 

“Sandboxing and Virtualization Sandboxing and virtualization of big 
data analytics becomes more important in addition to access control. 
According to economies of scale, big data analytics benefit from 
resource sharing. However, security breaches of shared analytical 
components lead to compromised cryptographic access keys and full 
storage access. Thus, jobs in big data analytics must be sandboxed to 
prevent an escalation of security breaches and therefore unautho-
rized access to storage." 

Those concerns should be exponential in areas where data is intrin-
sically sensitive. That idea was well developed in Domingue et al. ([33]; 
p. 81): 

“There are, however, very strong privacy concerns in the healthcare 
sector that are likely to block many of these developments until they 
are resolved. Professor Marco Viceconti from the University of 
Sheffield outlined in his interview how certain recent developments 
such as k-anonymity can help protect privacy. A dataset has k-ano-
nymity protection if the information for each individual in the 
dataset cannot be distinguished from at least k – 1 individuals whose 
information also appears in the dataset [...]. Professor Viceconti 

envisions a future system that can automatically protect privacy by 
serving as a membrane between a patient and an institute using the 
data, where data can flow both ways and all the necessary privacy 
policies and anonymization processes are executed automatically in 
between. Such a system would benefit both the patient, by providing 
a more accurate diagnosis, and the institute, by allowing research 
using real-world data." 

Following suit, after investigating the public’s preferences for 
sharing health information Johansson et al. ([34]; pp. 8, 9) confirmed 
that “individuals support data sharing for medical research, as long as 
the data are pseudonymized”. 

Although the fixed costs associated with the necessary improvements 
should be borne by the outsourcing firm and the ability to pass-on those 
costs to clients depends on the concentration of the markets where the 
transactions take place, it is clear that the impact of privacy and data 
protection regulations on the cost of storage will have a relevant 
magnitude that should vary according to the care that each market re-
quires. Coincidently, if not paradoxically, healthcare and surveillance/ 
security markets are those whose data is more sensitive but at the same 
time where the industry is interested in inaugurating a more intense 
collection, processing, integration and treatment of data: a 24x7 system 
of permanent and continuous collection and supervision of data. 

Lyko et al. gave a taste of that [35]; pp. 52) when they claimed that 

“Within the health sector big data technology aims to establish a 
holistic approach whereby clinical, financial, and administrative 
data as well as patient behavioural data, population data, medical 
device data, and any other related health data are combined and 
used for retrospective, real-time, and predictive analysis." 

At the same time, they recognized how, “due to non-technical rea-
sons such as privacy,” integration is a major gap in medical data, leading 
to organizational silos ([35]; p. 53). At the current stage, the efficiency 
gap in data storage, processing speed and security is imperative to the 
development of the continuous inflow of data required by perennial 
tracking that is likely to arrive first in the security and healthcare 
markets. 

In line with that, Strohbach et al. ([32]; p. 138) concluded that the 
main challenges in storage have to do with the implementation of more 
security, more privacy and more standardization: 

“It can also be concluded that there is a strong need to increase the 
maturity of storage technologies so that they fulfil future re-
quirements and lead to a wider adoption, in particular in non-IT- 
based companies. The required technical improvements include the 
scalability of graph databases that will enable better handling of 
complex relationships, as well as further minimizing query latencies 
to big datasets, e.g. by using in-memory databases. Another major 
roadblock is the lack of standardized interfaces to NoSQL database 
systems. The lack of standardization reduces flexibility and slows 
down adoption. Finally, considerable improvements for security and 
privacy are required. Secure storage technologies need to be further 
developed to protect the privacy of users." 

The sensitivity of the information has clearly influenced the lack of 
standardization on data concerning “diagnoses, procedures, lab values, 
demographics, medication, provider” ([35]; p. 53), even between 
different lab departments within the same organization. “In terms of the 
underlying means for data representation, existing EHR [electronic 
health record] systems rely on a case-centric rather than on a 
patient-centric representation of health data. This hinders longitudinal 
health data acquisition and integration.” ([35]; p. 53) The integration 
process is still very costly, though: "[a]s of today, a lot of manual effort is 
taken to collect all the datasets for conducting clinical studies and 
related analysis. The manual effort for collecting the data is quite high.” 
([35]; p. 54) 

Acquisti et al. ([28]; p. 1042) investigated the effect of 
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privacy-oriented statutes across US states and how they affected health 
information exchange (HIE). HIEs are so important because 

“Without HIEs, data are trapped in individual institutions, thereby 
inhibiting coordination of care, resulting in avoidable medical er-
rors, and driving up costs from duplicative utilization. This has 
resulted in substantial legislative activity aimed at realizing the 
vision of nationwide adoption of EMRs coupled with the ability to 
exchange data between them [...]." 

Also (2016, p. 1046)", [i]ssues of privacy are among the most widely 
cited barriers to HIE formation (Simon et al., 2009) and have materi-
alized as significant costs to HIEs.” At the same time ([28]; p. 1043), 

“One side of the debate is that consent requirements add adminis-
trative costs and restrict the availability of patient information [...]. 
By contrast, [others] find that patients felt that their consent should 
be obtained for the exchange of health information (i.e., an opt-in 
system); a system that assumed their willingness to participate 
without obtaining explicit consent (i.e., an opt-out system) would not 
be acceptable. Thus, policy makers seeking to foster the growth of 
HIE efforts face the same challenge that emerges in other industries: 
how to address privacy concerns without overregulating the disclo-
sure of personal information and stifling the growth and emergence 
of valuable information technology efforts reliant on it." 

In the study, the authors ([28]; p. 1042) identified that “only states 
that combined incentives with consent requirements saw a net increase 
in operational HIEs.” In other words, incentives or consent alone did not 
lead to an increase in operation HIEs ([28]; p. 1044): 

“Although we show that privacy regulation without incentives had a 
negative effect on HIE efforts, we also find that privacy regulation, 
particularly regulation that includes consent requirements, was a 
necessary condition for incentives to positively impact HIE efforts. 
Incentives coupled with privacy regulation that included re-
quirements for patient consent resulted in a 47% increase in the 
propensity of an HRR [hospital referral region] having a planning 
HIE and a 23% increase in the propensity of an HRR having an 
operational HIE. By contrast, incentives without any privacy regu-
lation resulted in no measurable gain in the propensity of HRRs 
having planning or operational HIEs, and incentives coupled with 
privacy regulation that did not include consent requirements resul-
ted in either no gains (e.g., for planning HIEs) or comparably modest 
gains (a 9% increase in the propensity of an HRR having an opera-
tional HIE) that only offset but did not overcome the baseline 
negative effects of privacy regulation. As a result, of all attempts to 
incentivize HIE efforts, only those coupled with privacy regulation 
including consent requirements resulted in a net gain in HIE efforts. 
Specifically, HRRs in these states saw an 11% net increase in the 
propensity of having an operational HIE." 

Strohbach et al. reported that lack of integration is also a source of 
entry barrier [32]; pp. 131, 132): 

“The multitude of heterogeneous data sources increases develop-
ment costs, as applications require knowledge about individual data 
formats of each individual source. An emerging trend is the semantic 
web and in particular the semantic sensor web that tries to address 
this challenge. A multitude of research projects are concerned with 
all levels of semantic modelling and computation. As detailed in this 
book, the need for semantic annotations has for instance been 
identified for the health sector. The requirement for data storage is 
therefore to support the large-scale storage and management of se-
mantic data models. In particular trade-offs between expressivity 
and efficient storage and querying need to be further explored." 

Beyond standardization, there is also a management problem: "[t] 
here is a need to define who authorizes which processes, who changes 

processes, and who implements process changes. Therefore, a proper 
and consistent legal framework or guidelines [e.g. ISO/IEC 27000] for 
all four levels are required." 

In what we believe is the most remarkable passage of the article, 
Acquist et al. ([28]; p. 1044) concluded that "[t]his suggests that the 
potential fixed costs that arise from regulatory privacy protection may 
be proactively managed by accompanying incentives for information 
technology efforts.” Even though we strongly disagree that the costs 
associated with compliance with privacy and data protection regulations 
are inherently fixed, we concur that the adoption of privacy and data 
protection regulations can be efficiently managed even by medium-sized 
firms. In the next sections we explain how outsourcing variable costs 
help enhance flexibility to attenuate the regulatory burdens and how the 
optimization of data collection and the adaptation of compliance to the 
expected deterrence can open the doors to efficient and affordable 
investments. 

7. Outsourcing 

In the digital economy costs can be outsourced as a means to confer 
more flexibility to scale up or down and to improve factor mobility. At 
the end of day, outsourcing means that a firm has chosen to delegate a 
certain activity to third parties, be it because they show better expertise 
after specializing in that field, be it because insourcing would implicate 
massive investments and the use of resources that would be better 
allocated elsewhere. The delegation of relevant activities is however a 
major step for any firm: although operational costs are transferred as 
activities are outsourced, the liability for operational flaws are not for 
most jurisdictions and the delegating firm would be sanctioned if the 
firm to which its activities are outsourced does not comply with the 
relevant regulations. 

Conservative estimates by Lioliou and Willcocks ([36]; p. 275) 
showed that by the end of 2018 “the global outsourcing contract value 
for business and IT services was about US $1106.98 billion (BPO US 
$368.98 billion, ITO US $738.08 billion),” with a compound annual 
growth rate in 2016–2020 for information technology outsourcing (ITO) 
estimated as 2.6% and as 4% for business process outsourcing (BPO). 
The numbers are underestimated, among other factors, because they 
count as IT services only the traditional ones, leaving out cloud and 
“self-serviced-based sourcing options” ([36]; p. 3). 

From the point of view of the retail technology firm, wholesale 
outsourcing externalizes sunk fixed costs, leaving room for timely en-
tries and withdrawals from markets according to their appeal. For the 
outsourcing client, costs typically classified as fixed in the economic 
theory become variable costs that can be more easily avoided in the 
short run. Outsourcing’s flip coin lies in the business risk associated both 
with losing entire control over the product or service developed by one’s 
own business and with higher exposure to market foreclosure (because 
the market is flexible for both sides, including for the outsourcing in-
dustry, that can also allocate its capacity to the best bidder when re-
sources are scarce). 

Axelrod explained how costly the storage and other privacy concerns 
can be to comply with and to what extent those costs do not prevent 
outsourcing, even though make it more necessary for the client to pre-
viously assess how reliable the external service provider is ([37]; p. 
151): 

“As regulators and legislators raise the bar on unauthorized access to 
and misuse of customer-sensitive non-public personal information, 
the need to ensure that service providers are taking the necessary 
protective steps becomes much more important as the price to be 
paid for failure, in monetary terms and loss of reputation, is 
continuously increasing.” 

This rationale is consistent with Peukert et al. ([25]; p. 23), who 
claimed that insourcing is the best option when the risks involved with 
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outsourcing escalate: 

“Given the risks created by the GDPR’s joint responsibility regime, if 
websites cannot accurately assess the privacy risks at their web 
technology provider, the best way to reduce their exposure is to 
reduce their use of web technology providers, i.e. by insourcing 
behavioral monitoring and consumer profiling.” 

At the same time that insourcing is a trend among dominant firms, 
Johnson et al. ([38]; p.3) reported another kind of behavior from the rest 
of the market, that continued to outsource, even though choosing now to 
concentrate services on dominant firms for the sake of price: 

“[…] websites concentrate their demand for vendor services among 
low cost vendors post-GDPR. Concentration is pronounced among 
web technology vendors that process personal information, so that 
personal data collection also becomes more concentrated after the 
GDPR.” 

So instead of looking for larger market players in a quest for lower 
compliance risks, firms that still outsource after the implementation of 
privacy and data protection regulations might in fact be looking for 
economies of scope and lower prices. We will develop this idea further in 
the next sessions. The important message, at this point, lies in how 
outsourcing is still a strategy described by the literature for medium- 
sized firms. 

As anticipated, economists in general study outsourced costs as fixed 
ones, which misleads to the conclusion that some regulatory costs 
cannot be strategically avoided. Even Acquisti ([39]; p. 19), probably 
one of the most cited authors dealing with the economic aspects of 
privacy and data protection, asserts that 

“In fact, many of the costs that firms would incur to increase the 
protection of consumer data (see Section 3.2.1) can be classified as 
fixed costs rather than variable costs. Consider, for instance, the price 
of investments necessary to implement access control, data encryp-
tion, or privacy-preserving mechanisms to collect and/or analyze 
personal data. Once incurred, these costs would be sunk, but they 
would not necessarily adversely affect the marginal cost of operation 
of the firm.” 

As Acquisti [39] put it, if most incremental costs associated with 
increasing collection of data are fixed costs and marginal costs are not 
significantly affected by expenditure in privacy, it might not be appro-
priate to see diseconomies of scale as an effect of privacy regulation. 
However, it is significant that even when Acquisti [39] claimed that 
“many of the costs […] can be classified as fixed costs rather than var-
iable costs”, and turned his attention to “investments necessary to 
implement access control, data encryption, or privacy-preserving 
mechanisms to collect and/or analyze personal data”, activities we 
already categorized as outsourceable, he left out “fines, legal fees, and 
redress costs”, variable costs that he nevertheless mentioned before 
([39]; p. 12) and which are regarded by the recent economic literature 
we studied as the major incentive to regulatory compliance. And 
because the literature poses a great weight on the deterrent effects of 
compliance costs, variable costs should assume particular relevance, 
even if we consider Acquisti’s point of view. We bring more evidence in 
the next section. 

8. Underdeterrence and strategic underinvestment 

A report conducted by Egress [40] with UK businesses revealed an 
interesting trend: “over half (53%) of mid-size companies [250–999 
employees] had reported data breaches to the ICO in the past 12 months, 
compared with 36% of small companies [1–249 employees] and only 
23% of enterprise organizations [1000" employees]. Similarly, a 
notably lower percentage (39.5%) of mid-sized companies reported full 
GDPR compliance compared with 56% of large and 51% of small 

companies. Taken together, these figures indicate an evident gap in 
compliance performance among mid-size companies.” A study also 
conducted by Egress ([41] (1), p. 2) in the UK one year after the GDPR 
came into force stated that 

“[…] by looking at business size, we discovered that mid-market 
firms have a significant compliance gap. Fewer organisations 
claimed full compliance and they were more than twice as likely as 
enterprise businesses and one-third more likely than small businesses 
to have reported an incident to the ICO in the past year. For these 
organisations, the compliance clock is ticking ominously towards a 
perfect storm of regulatory risk and security weakness. Reported 
breach incidents will continue to rise, attracting the attention of 
regulatory authorities that are more than likely to find compliance 
has not been achieved. They will not be slow to issue fines and take 
remedial actions as a result." 

The report by Egress ([41]; p. 5) also showed that "[d]eploying new 
technology was the biggest investment area for 17% of respondents 
overall, although this figure rose to 33% in the accounting, banking and 
finance sector. 21% of large and 19% of mid-size companies invested in 
new technology tools, while only 13% of smaller companies had made 
this their main focus.” In general ([41]; p. 2), 

“organisations were prioritising processes and auditing when it came 
to compliance investment, with deployment of new technology 
further down the list. This difference in emphasis is often observed 
when regulations are in their infancy – but, evidently, this approach 
is not doing enough to turn the tide on data breaches in the UK, and 
many organisations could benefit from robust technology pro-
grammes to support their compliance." 

That perception that investment in technology is not a cost which 
non-dominant companies plan to incur at the inception of the new 
regulation was addressed by the 2017 Veritas report [27] (p. 4): 32% of 
respondents did not have technology to manage data as required while 
39% were concerned that they would not have the technology required 
to locate data demanded by the citizens. On top of that, over 42% re-
ported that they do not have a way to determine which data should be 
saved (because served the original reason why it was collected) or 
otherwise deleted. Also ([41]; p. 7): 

“[o]ur analysis indicated that mid-size companies are struggling to 
cope with the scale of GDPR and its obligations in relation to their 
business. While larger organisations have more budget and resources 
to devote to compliance and smaller businesses generally have lower 
compliance exposure, the mid-market is being squeezed, resulting in 
data breaches and compliance risks." 

Although the reports treated underinvestment in compliance as a 
problem for medium-sized companies, our understanding is that those 
firms might have actually opted for a more cost-efficient solution having 
in mind that, at least at the inaugural years, the authorities are more 
concerned with making an example of dominant firms, something they 
have plenty of material for. That view that authorities are not (or are 
much less) likely to scrutinize firms that are not dominant was shared by 
Garrett Johnson in a hearing before the Federal Trade Commission 
([23]; p. 145): 

“Now, on the other side, there may be some procompetitive effects of 
privacy policy. The first is that large companies endure a lot more 
consumer and regulator scrutiny when it comes to their privacy 
practices. So there’s no regulators in Europe that are currently tar-
geting the number 551st website in Lithuania, but it’s really only a 
matter of when that they go after Facebook or Google." 

(Momentary or not) Underdeterrence for this group of firms may 
therefore represent an opportunity for underinvestment in compliance, 
in a way, creating an escape from variable costs that is not available to 
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dominant firms. 
The perception that firms should behave strategically according to 

the deterrence levels is consistent with a conclusion extracted from a 
very recent study by Ke and Sudhir [42]. In this particular case, the 
authors confronted a situation of possible overdeterrence (p. 30): 

“When the breach costs are extremely high, reducing breach costs 
may not be very effective to increase consumer or firm surplus. In 
such situations it may be best to not collect data at all—firms are 
better off not collecting certain types of data where the dangers from 
breaches are extremely large. However below this high threshold it is 
always welfare enhancing for both consumers and firms when breach 
costs are reduced." 

Underinvestment may in fact be the most efficient alternative for 
medium-sized firms. Based on the nature of the data that is stored, 
shared and that may be hacked, companies can be more or less cautious, 
or, in more technical terms, more or less risk-averse. If breaches are 
likely to have lengthy or deep effects on someone’s lives, investments in 
security must be heavier. 

Acquisti [43]; pp. 5, 6) raised what he sees as a problem to make this 
arbitration viable though. He argued that “the negative utility coming 
from future potential misuses of off-line personal information is a 
random shock practically impossible to calculate. Because of identity 
theft, for example, an individual might be denied a small loan, a 
lucrative job, or a crucial mortgage.” In a more granular analysis, 
Acquisti is right, because it is not possible to be sure about the outcome 
of data breaches on every individual. But, on a larger scale, Acquisti’s 
perception does not match with the behavior reported by the literature. 
In fact, businesspeople are able to at least assess whether the risks at 
stake are higher under activity A (healthcare, v.g.) or B (games, v.g.). 

Actually, strategic underinvestment is also reported by Acquisti in an 
article written with Romanosky (2019, p. 1089): the authors believed 
that companies would in general underinvest in compliance having in 
mind low levels of deterrence. “It can be shown that when firms do not 
suffer the full cost of their harm, they will under-invest in care. That is, 
the level of care that best satisfies the firm will always be lower than the 
best social level.” An exception lived possibly in the financial sector, 
where “self regulation and new state liability laws are holding firms 
accountable. In this regard, the harm is clear, and so legislative efforts 
are effective” (2019, p. 1100). 

The view that compliance can be arbitrated according to the levels of 
deterrence in each market is also shared by Tony Ke and Sudhir ( [42]; p. 
31), who made an important bridge between compliance and consumer 
needs: 

“For firms, it is interesting to see how investments in data security 
and honoring consumer rights can yield great value by looking at 
how consumers ‘trust’ different industries. Even though health data 
is considered more ‘risky’ than financial data, consumer trust in both 
hospitals and banks are high. In contrast, social media, advertising, 
airlines, hotels and food and beverage are all less trusted, however, 
the perceived level of risk in social media, advertising etc are seen as 
low relative to pharmaceuticals and food/beverages (PwC 2017). 
Thus in our framework, the extent to which firms should invest in 
data security to engender trust and the cost of privacy breach should 
guide industry and firm strategy around use of data-driven market 
strategies." 

In this very regard, Johnson et al. ([38]; p. 3) mentioned how 
intemporal tradeoffs may influence investment in compliance: 

“We find that relative market concentration increases 17% in 
aggregate in the short run, implying that the GDPR most reduces the 
market shares of small web technology vendors. We focus on the 
short run, where the drop in website-vendor relationships is largest, 
as our model suggests this is when website beliefs about the proba-
bility of enforcement are highest." 

Their findings suggested that “the rise in vendor use after the GDPR 
can be explained by declining firm beliefs about the probability of 
enforcement over time”. ([38]; p. 2) 

If deterrence levels fall with time, the strategy to underinvest seems 
to be even more rational. The signalization that compliance costs fall in 
the long run is reported Peukert et al. ([25]; p. 28). Note that the authors 
also looked at insourcing as a way to increase compliance but saw in-
vestments in insourcing as short-lived: 

“We document a decrease in websites’ use of third-party web tech-
nologies in the short-run, but we do not see a change in the 
increasing trend over a longer period. Decreases in first-party and 
third-party cookies, however, seem more sustained." 

9. Strategic underperformance 

Medium-sized companies may also have adopted the strategy to 
reduce the volume of data that is collected. Besides or in lieu of 
underdeterrence, they might opt for a ‘manageable and strategic 
underperformance’, whereby data breach risks are lowered by means of 
a more conscious growth of databases that at the same time are regarded 
as sufficient to perform the tasks without significant quality loss. 

For each purpose of data collection, there is a certain volume of data 
beyond which gains of information are simply not statistically relevant 
for any specific group of people. At this point the marginal utility of data 
starts to decrease; at the same time, investments in security, privacy and 
massive storage keep moving up. 

Because beyond a certain point marginal costs are rampant (partic-
ularly due to non-technical costs) and the marginal statistical utility of 
data is falling (due to data saturation), it might be strategically efficient 
for tech companies not only to invest in more efficient triage, but also to 
bear a certain level of underperformance by accessing significantly 
lower volumes of profiles, or of a specific kind of information from each 
profile. Of course, this is no easy math, meaning that information from 
client A might offer personal information about B and still implicate 
companies for data breaches involving third parties whose data they did 
not directly collect by means of informed consent. One must also bear in 
mind that an efficient triage will likely depend on sophisticated and 
costly algorithms, which nonetheless should be cheaper than the esti-
mated sanctions for data breaches. 

Domingue et al. [33]; pp. 66, 67) agreed that privacy and data 
protection regulations created an opportunity to invest in a better se-
lection of what data should be collected in the first place, the so-called 
data minimization: 

“The biggest challenge for most industries is now to incorporate big 
data technologies in their processes and infrastructures. Many com-
panies identify the need for doing big data analysis, but do not have 
the resources for setting up an infrastructure for analysing and 
maintaining the analytics pipeline (Benjamins). Increasing the 
simplicity of the technology will aid the adoption rate. On top of this 
a large body of domain knowledge has to be built up within each 
industry on how data can be used: What is valuable to extract and 
what output can be used in daily operations." 

Consistent with this understanding that there is excessive data flow 
and there is enough room to scale down and not significantly impact 
performance, Aridor et al. ([44]; p. 24) affirmed that the GDPR caused 
significant reduction in the overall amount of data, but at the same time 
found that the predictive ability of the algorithm did not worsen 
significantly and speculated that the conflicting rise in the quality, 
traceability and length of consumer histories (“previously obfuscated by 
the use of alternative privacy tools”, p. 25) vis-"a-vis the drop in volume 
might actually lead to better algorithms (2020, p. 30): 
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“This exercise shows that the increase in trackability ought to lead to 
improvements to prediction performance, whereas the change in the 
overall size of data as a result of GDPR should not adversely impact 
prediction performance significantly." 

Studying the impact of the GDPR on the online travel industry, 
Aridor et al. ([44]; p. 3) “find that GDPR resulted in approximately a 
12.5% reduction in total cookies, which provides evidence that con-
sumers are making use of the increased opt-out capabilities mandated by 
GDPR.” However, they “find that the remaining set of consumers who do 
not opt out are more persistently trackable,” leading to an increase in 
trackability by 8% under GDPR. According to the authors, the unex-
pected effect can be explained by both the behavior of opt-outs and the 
eliminations of friction in data (2020, p. 3)): 

“We explore the mechanisms behind the increased trackability and 
argue that the most plausible explanation is that the individuals who 
make use of GDPR opt-out are primarily substituting away from 
other browser-based privacy means, such as cookie blockers, cookie 
deletion, and private browsing. However, GDPR opt-out and these 
other privacy means lead to a very different data generating process. 
Browser-provided privacy means assign a new ID to a consumer, thus 
making her appear as a new user, every time she visits the site. This 
results in many artificially short-lived consumers whereas GDPR 
privacy means simply remove these individuals from the data. As a 
result, those consumers that remain in the data after the imple-
mentation of GDPR are more persistently identifiable.” ([44]; p. 9) 

That idea that excessive circulation of data is inefficient is solidly 
fundamented in economic theory, according to which the free avail-
ability of goods at no cost leads to excessive appropriation, a fact whose 
negative externalities incentivized the creation of privacy and data 
protection laws. According to Aridor et al. ([44]; p. 5), "[s]everal recent 
theoretical studies argue how such externalities can lead to the under-
pricing of data, and results in socially excessive data collection (Fairfield 
and Engel, 2015; Choi, Jeon and Kim, 2019; Acemoglu et al., 2019; 
Bergemann, Bonatti and Gan, 2019; Liang and Madsen, 2019)." In this 
sense, privacy and data protection laws emerge as a way to correct this 
market failure, not necessarily cutting the volume of data to insufficient 
levels or curbing market entry. That rationale is consistent with Johnson 
et al. ([38]; p. 4), according to whom “the GDPR incentivizes firms to 
limit personal data processing by increasing both its associated opera-
tional cost and legal liability." 

Strategies to avoid cost are possibly an inescapable choice when the 
regulation is intended to induce scarcity or lower circulation of data. 
According to Acquisti ([39]; p. 3)", [t]he more organizations and in-
dividuals embrace digital technologies, the cheaper and faster become 
the production and processing of personal, and potentially sensitive, 
data. Thus, privacy concerns grow as well.” And the adds (2010, p. 14): 

“Protecting consumer data can be costly for firms in two senses. First, 
as noted in Section 3.1, firms may forego potentially lucrative data 
gathering, mining, and processing in order to avoid future privacy 
costs. This constitutes, in economic terms, an opportunity cost. 
Second, in an attempt to avoid ex post expected losses due to privacy 
debacles, firms may incur lower but certain ex ante costs. Firms may 
decide (or be forced by legislative initiatives, such as the Gramm- 
Leach-Bliley Act) to invest, and perhaps over-invest, in data secu-
rity and protection: Hoofnagle (2007) reports qualitative findings 
suggesting that US firms have been increasing security and opera-
tional investments following the enactment of data breach disclosure 
laws." 

It must be noted that even holding to our hypothesis that underin-
vestment is an efficient decision, we cannot escape from Acquisti’s [39]; 
pp. 23, 24) observation that uncertainty might create a hard time for 
firms to find the balance between size and investment in compliance that 
the authorities envisage. 

We dedicate the next section to assess whether strategic underin-
vestment in compliance incorporates reputational costs that medium- 
sized firms should consider. 

10. Reputational costs 

Acquisti [45] also studied the economic impact of data breaches on 
the reputation of the affected company. His study claimed that the 
impact is statistically significant and negative, although short-lived. 
Because information that we share with the platforms is usually harm-
less – what Acquisti ([43]; p. 4) calls “offline information”: “information 
on taste, purchase histories, price sensitivity or risk aversion, etc., but 
not necessarily information about those individuals’ off-line identities” – 
and the chances of relevant misuse of offline information are very low, 
we usually underrate privacy. 

This finding added up to the conclusion of his 2013 paper that the 
valuation of privacy is circumstantial and depends on the individual 
perception of how much he or she loses with the unauthorized disclo-
sure. That perception is reinforced by his 2004 article, where he shared 
the understanding that (p. 2): 

“Privacy means different things to different people, including the 
scholars who study it, and raises different concerns at different 
levels. Hence ‘protecting privacy’ is a vague concept. Not only 
different parties might have opposite interests and views about the 
amount of information to disclose during a certain transaction, but 
also the same individual might face trade-offs between her need to 
reveal and her need to conceal different types of personal 
information." 

The study suggested that reputational costs alone are not sufficient to 
punish data breaches. In other words, the ‘invisible hand’ of the market 
alone does not discipline market behavior and does not offer the proper 
incentives for firms to invest in compliance. 

Short-run reputational costs also adds evidence that a medium-sized 
firm’s decision to strategically underinvest in compliance might be 
efficient, insofar as it is penalized neither by the public authorities nor 
by the market. 

Because privacy and data protection laws are so recent and most 
surveys on reputational costs are led by companies that offer data pro-
tection solutions, we decided not to rely on them as sources of infor-
mation regarding the effects of reputation on the firms. To put it 
different, it is still unclear whether Acquisti’s findings will be corrobo-
rated by robust evidence-based literature in the near future. That said, it 
is intuitive that the expected impact of data breaches be significantly 
higher on companies that deal with higher volumes of sensitive data or 
of profiles, which would again likely mitigate the impact of reputational 
costs on medium-sized firms. And this is still an important conclusion to 
be drawn for the purposes of this study. 

11. Does the regulation alter the playing field against medium- 
sized companies? 

Ke and Sudhir [42] analyzed the market and welfare implications of 
privacy regulations by dissociating privacy rights from data protection 
costs. The model is based on the key assumptions (pp. 2, 3) that “the 
three most critical ‘privacy rights’ in the context of data driven markets 
are: (1) right to explicit consent to opt-in for data collection, (2) right to 
be forgotten […] and (3) right to data portability […].” On the other 
hand, both claimed that “GDPR’s data security mandates not only 
specify how data collectors should process, store and share data to 
minimize privacy breaches, but also are proactive in terms of ensuring 
‘privacy by design.’” The authors concluded that (2020, pp. 28–30):  

! the GDPR simultaneously expands privacy rights (which reduces opt- 
in) and reduces breach cost (which increases opt-in), but only 
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privacy rights will weakly reduce opt-in and the volume of consumer 
data available in data-driven markets. This is generally not bad news 
for firms and consumers because, “by separating goods and data 
exchange, privacy rights increase trade in goods and increase firms 
and consumer surplus in both monopolistic and competitive markets 
when privacy costs are high; "  

! “consumer surplus is higher with privacy rights—always in 
competitive markets and at most levels of breach costs in monopo-
listic markets” and “the gain in surplus with privacy rights is sub-
stantially larger for high valuation customers, who can most benefit 
from product customization and data-driven markets. This is not 
surprising, because the rights to be forgotten and right to portability 
limit the ‘hold up’ problem faced by the high valuation customers; "  

! “quite surprisingly, the provision of privacy rights hurt firms more in 
competitive markets than in monopolistic markets, because the 
benefits of competitive advantage from data (for price discrimination 
and customization) is even greater in competitive markets; "  

! “reducing breach costs weakly increases surplus for consumers and 
firms in both monopolistic and competitive markets with and 
without privacy rights." 

The authors are the only ones that we found in the recent literature 
that dissociated the effects of data protection and privacy on consumers 
and firms, finding that they work in opposite directions with weak re-
sults in either way. The other works we relied on privilege the effects of 
data restriction on competition, not assessing how regulation could at 
some level increase informational symmetry and reduce compliance 
risks. 

Zhuo et al., for instance, added that (2019, p. 14), “the GDPR may 
impact the derived demand for data flow between networks by 
restricting international transfers of data,” leading to falls in investment 
(p. 15, 16): 

“Given the direct compliance cost, the indirect cost due to behavioral 
changes, prospective cost and cost due to uncertainty, the GDPR may 
reduce application firms’ revenue, chance of survival, and invest-
ment into new products. […] Jia, Jin & Wagman (2019, 2020) show 
that the implementation of the GDPR strongly reduced venture 
capital investment in technology start-ups in Europe compared to 
their US counterparts and far away investors were more likely to 
respond negatively." 

Studying how the market for web technology behaved in the after-
math of the adoption of the GDPR, Johnson et al. ([38]; p. 3) reported 
that the privacy and data protection regulation increased restrictions 
imposed on smaller vendors. Because the study focused on web tech-
nology (“vendors that provide support services to websites, including: 
raising ad revenue, hosting audiovisual content, measuring visitor ac-
tivity, and facilitating social media sharing”), it incorporated an area of 
concern for EU privacy regulators because of its large-scale personal 
data processing: 

“Our model suggests that websites concentrate their demand for 
vendor services among low cost vendors post-GDPR. Concentration 
is pronounced among web technology vendors that process personal 
information, so that personal data collection also becomes more 
concentrated after the GDPR. We find that concentration does not 
depend on whether websites elicit consumer consent for data pro-
cessing, implying that website rather than user choices drive in-
creases in concentration. Finally, we show that website choices 
entrench Google and Facebook, whose web technology offerings 
drive increased concentration. [ …] 

As with studies of restrictions on information flows from firms to 
consumers, we find anti-competitive effects from restrictions on infor-
mation flows from consumers to firms. The blog post by WhoTracks.me 
(2018) first noted that Google and Facebook fared relatively better than 

smaller ad vendors after the GDPR. The subsequent work of Peukert 
et al. [25] supports our key findings: the GDPR increased concentration 
in this industry and Google plays a dominant role. A key difference is 
that we collect data from the vantage point of an EU user whereas they 
use public data from the vantage point of a US user. Since the GDPR only 
applies to EU users, they rely on spillovers of the GDPR in how websites 
treat US users to identify the effect of the GDPR." 

In contrast with Ke and Sudhir, the study developed by Johnson et al. 
([38]; p. 25) showed significant short-term effects. But, due to the 
decreasing deterrence perception that we analyzed sections before, that 
significance eroded over time: 

“We examine over 27,000 top websites with a baseline of over 
375,000 website-vendor ties. We show that websites reduce their 
web technology vendor use by 15% immediately after the GDPR 
enforcement deadline in response to the GDPR’s data minimization 
mandate, but these compliance gains erode over time. In the short 
run, we see that concentration increases 17% in aggregate and in 
each of the top four web technology categories that together repre-
sent 94% of website-vendor ties: advertising, hosting, audience 
measurement, and social media." 

The study ([38]; p. 24) also showed that, "[d]espite relative market 
share gains, the absolute position of the two companies is weaker after 
the GDPR. The share of sites working with each top vendor falls one 
week post-GDPR: Google Marketing Platform/Ad Manager falls from 
62.8% to 57.2% of sites, Google APIs falls from 55.6% to 50.9%, Google 
Analytics falls from 78.3% to 72.0%, and Facebook falls from 49.8% to 
45.0%", concluding that (p. 26) "[m]ost web technology ven-
dors—including Google and Facebook—are worse off post-GDPR in that 
they lose website partners. However, the relative market shares of the 
largest vendors—particularly Google and Facebook— increase 
post-GDPR." 

In a similar market, Peukert et al. [25]; pp. 0–2) followed more than 
110,000 websites for 18 months to show that websites reduced their 
connections to web technology providers after the GDPR became 
effective, especially regarding requests involving personal data, a 
finding also held for websites catering to non-EU audiences and not 
bound by the GDPR. They further documented an increase in market 
concentration in web technology services after the introduction of the 
GDPR: while most firms lost market share, the leading firm, Google, 
significantly increased market share. “This is in line with theoretical and 
conceptual work suggesting that larger firms can disproportionately 
benefit from data-enabled learning (Farboodi et al., 2019; Hagiu and 
Wright, 2020), and that privacy regulation can increase market con-
centration by restricting data flows across firms (e.g. Campbell et al., 
2015; Acemoglu et al., 2019; Jones and Tonetti, 2020; Jin and Wagman, 
2020)." 

Peukert et al. included [25]; pp. 26, 27) interesting conclusions 
pertaining to detrimental effects of network externalities triggered by 
the GDPR: 

“While network effects and the dynamics of data markets may 
explain why larger web technology providers may benefit more from 
the GDPR than smaller providers, it may seem puzzling why only the 
firm with the largest market share—Google—benefited. In […] 
looking at the advertising network submarket, we find that Google 
and Facebook both increased market share in EU-targeted websites, 
but Google’s increase is four times larger. We see several reasons. 
First, this may be due to network effects that make it more appealing 
for websites to use larger advertising networks since Google’s pre- 
GDPR market share in the advertising technology market was 
already 3.5 times larger than Facebook’s. Second, Facebook’s web 
technologies are mainly used within the Facebook universe (Face-
book, Instagram, Whatsapp etc.), thereby being less relevant for 
external websites using third- party web technology providers. It 
should therefore not be surprising that Facebook could benefit much 
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less than Google from changes that only affected the interaction 
between external websites and third-party web technology pro-
viders. Third, Facebook’s reputation concerning privacy issues has 
suffered over the last years. Note for example that Facebook has lost 
9.8% market share with websites catering to EU audiences in their 
strongest market before the GDPR (market share of 59.5%): the 
market for like/share/login buttons, which additionally allow 
Facebook to track users across websites. Finally, issues of joint re-
sponsibility under the GDPR, and recent European case law that 
involved websites and their usage of Facebook’s like buttons, indi-
cate that websites may have some liability risk when using Facebook 
buttons on their websites." 

It is also very intuitive that, if client markets believe that the regu-
lation will decrease the volume of relevant data that is collected, it 
should be smart to stay with first-movers or incumbents that already 
hold volumes of data that others might not find so easy to collect. That is 
consist with GDPR’s data minimization ([25]; p. 24): 

“However, we find a persistent reduction in third-party domain re-
quests involving cookies. Furthermore, we estimate that the reduc-
tion in third-parties with cookies is about two to seven times larger in 
percentage terms (four to fifteen times larger in absolute terms) than 
the increase in first-party cookies. Over a longer run, we predict that 
the rate of decrease in third-parties with cookies is higher than the 
rate of increase in first-party cookies—but only for websites targeted 
at EU audiences. Given that third-party cookies typically include 
personal data at least by identifying a browser and a device, this 
seems in line with privacy law’s goal of data minimization (see 
Section 1)." 

Interesting enough, Peukert et al. [25] illustrate the relevance of 
one-stop-shop or cluster economies that also benefits dominant players: 

“The GDPR implemented and enforced the consent requirement for 
websites on a large scale, which disproportionately benefits larger 
firms offering a broader range of services: as most Internet users have 
used some Google services in one way or the other, Google had an 
opportunity to gather user consent from most Internet users. Such 
user consent then typically covers a broad range of Google products 
and services. The larger a service provider becomes, the cheaper it 
may become to gather broad user consent." 

As mentioned before, they also claimed that (2020, p. 23), "[g]iven 
the risks created by the GDPR’s joint responsibility regime, […] a 
website may choose large web technology providers over small ones 
because these may have more resources to weather legal challenges 
created by the GDPR. By choosing a large web technology provider, a 
website may therefore reduce its own compliance risk as well." 

In a sum, the literature suggests that the main effects on competition 
result from (i) lower circulation of data and (ii) more stringent rules, 
insofar as dominant firms benefit from both economies of scope and 
first-mover advantages. Departing from data collected from the same 
economic papers that reach such a conclusion, we have already offered 
an alternative interpretation: reductions in available data might not be 
statistically significant, although they might require improved skills to 
select and process data that is effectively necessary to the business ([46]; 
p. 12). In this sense, because the excessive circulation of data today is 
suboptimal, data minimization should not be necessarily associated with 
competitive problems, especially those derived from network 
externalities. 

Evidence on the modifications of market behavior in web technolo-
gies also suggest that the dramatic changes that have been observed 
might be short-lived. Although it is premature to claim that the func-
tioning of the market will restore pre-GDPR status, the evidence we 
collected suggests a market accomodation to the expected deterrence in 
the long run. 

Because the shift involves a quest for lower cost in the new set of 

services required by the regulation, we do not deny that privacy and 
data protection regulations might lead to higher concentration if 
dominant firms find a way to increase dependency on its bundled ser-
vices and economies of scope, as suggested by Ref. [25]. Yet we believe 
that if relevant costs are avoided, medium-sized firms might find their 
way back to better and more specialized services. Also, the prices of 
specialized services may also stabilize at lower levels as a consequence 
of lower demand, as dominant firms insource. We believe that a 
conjugation of avoided costs with price restraints on web technologies 
stands a chance to at least sustain pre-GDPR concentration levels and 
prevent further entrenchment of competition by the incrementation of 
vertical relationships with dominant firms. 

12. Why variable costs are so important 

Evidence collected from recent economic papers shows that the 
impact, be it direct or indirect, of non-technical cost imposed by privacy 
and data protection regulation is relevant to the firms, particularly to the 
medium-sized. Cost is not seen in this study as intrinsically negative, as it 
might be necessary to safeguard fundamental rights, increase legal 
certainty and boost interconnectivity. 

Although compliance costs are high, we claim that an efficient 
implementation of the regulation avoids much of the costs. Our claim is 
supported by evidence that a relevant share of the regulatory costs are 
variable costs, leaving room for at least two efficient strategies that 
medium-sized firms might implement in order to avoid them. First, those 
firms can lower the volumes of data that they use without significantly 
impairing the predictive functions of their algorithms. Second, they can 
invest in security at a comparatively lower degree than dominant firms 
considering their lower exposure to strong regulatory action. 

The recent implementation of the GDPR and ongoing efforts to 
inaugurate similar regulation in other countries show that time is 
needed to achieve conclusive studies. Only time will answer if low levels 
of deterrence might undermine the laws or how non dominant firms and 
authorities will behave having in mind the different incentives that the 
privacy and data protection regulations encompass. What we offer at 
this moment is an alternative view of how firms can adapt to costly 
regulations having in mind not only what is customary, but also both 
how the market reacts to data breaches and how authorities monitor 
each set of firms, especially having in mind the harm that their actions 
can possibly wreak. 
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